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® IT Governance
consulting

m CISA, CISSP, CMA,
CMC, CISM,
Accredited COBIT
Trainer, ITIL, PMP

W 28 years IT security
and audit experience

m Authored/co-
authored 11 books

W [nternational Who's
Who of Professionals
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Agenda

B Principles

B Practices

B Value Governance

B Portfolio Management

B Investment Management

B The Business Case
m Case Study
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® What is IT Governance and how does Val IT fit?
B How do we measure value?

® How do we deliver value?
® What is a Portfolio? Programme? Project?
B What is the Val IT Framework?

© 2008 Peter Davis+Associates 4
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TINA, PUT TOGETHER
A DOCUMENT SHOWING
HOW QUR BUDGET
ALIGNS WITH OUR
PRIORITIES.

Your Company?
WRITE IT
50 IT SEEMS ISNT
T LIKE IT DOES. THAT
LYING?
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Individual Action

mHow does IT provide value to your organization?

Peter

10 minutes preparation
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IT Management’s Challenge

m Expectations:

m Deliver results in ever shortening
timeframes

m Deliver more functionality for less cost
(usually including less resources)

M Provide a better service while reducing
operational costs

W Keep everything under control in riskier
environments 24x7

Peter
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Enterprise Governance Models

ISO9000

1ISO20000 _—

And other

best
practices

IT Financial
Management
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Why is IT Governance S
Important? Hgt.l

mHuge investments and large risks

mIncreasing dependence on information, systems and
communications

mIncreasing pressure to leverage technology in business
strategies

mMarginal ROI/productivity gains on technology
investments

mIncreasing impact of IT failures on reputation and
enterprise value

mPotential for technologies to dramatically change
organizations and business practices, create new
opportunities and reduce costs

mIT service levels that are disappointin

MIT costs perceived to be out of contro

Peter
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Is Your IT as Effective as This
Sign?
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IT Governance Delivers

m Alignment of IT with
business needs

® Improved value delivery
(operational and project)

m Optimized costs

W Management of IT-
related risks

® Improved Quality of

Service
Peter
avlsS
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The COBIT Pentagon
: Our focus today
GOVERNANCE
INSTITUTE
www.itgi.org
RESOURCE
MANAGEMENT
Peter © ISACA/ITGL
avlsS
© 2008 Peter Davis+Associates 12

©2008 Peter Davis+Associates 6



ISACA - Ottawa, ON

February 11, 2008

Focus Areas of IT Governance

Q”jy

A 4

IT Resource Management
». IT Value

IT Strategic
Alignment Value Drivers Management

Risk

A

Performance | g

Measurement |
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solutions

The COBIT Framework

1. Strategic Alignment
B Aligning with the business and providing collaborative

Value Delivery
B Focus on IT costs and proof of value

v & W N

Peter

Resource Management
m IT assets, knowledge, infrastructure and partners
Risk Management
B Safeguarding assets, business continuity and compliance
Performance Measurement
B Metrics, IT BSC and dashboards

avlsS
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IT Governance Focus Areas
- Goals Metrics  Practices I;Ida::;iltsy
algnment P P
dalhery P S P
E":er(lagement S P S
E‘nzsr?;g;gﬁ"lent S P P
managenent A P S
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Value Delivery

m Capable organization with delivery focus
W Experienced people in key positions

W Efficient and effective operations

m Successfully delivering multiple projects
W Strong portfolio of growth opportunities

Ry
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® Overarching Issue of
Corporate Governance
m Capital Formation — Equity:
Debt

| Cost of Capital and Protection
of Capital

M Joys - Free Enterprise —
Business Growth

M Fears - Government
Regulation - Expenses

Peter
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and project)
® Optimized costs

m Improved Quality of Service

Peter

IT Governance Delivers

m Alignment of IT with business needs
m Improved value delivery (operational

® Management of IT-related risks
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Category Examples
IT Governance | Focus on how to manage information
and information and communications
technology efficiently and effectively
Information Focus on how to perform and organize | Generic Framework
Management IT management, such service delivery | for Information
and support Management, ITIL
Quality Focus on quality standards, applied to | ISO 9000, ISO
Management specific IT domains 20000, ISO 27001
Quality Focus on improvement of processes or | IT BSC, ITS-CMM,
Improvement performance Six Sigma
Project Focus on portfolio, program and MSP, PMBOK,
Management project management PRINCE2
Risk Focus on identifying and managing risk | M_o_R, OCTAVE,
Management FIRM
AVl
© 2008 Peter Davis+Associates )

COBIT Objectives f) Q
® Focus on IT Alignment by linking Information

Criteria, IT Resources and IT Goals to Business Goals

B Focus on Value Delivery by using value-oriented IT
goals to focus on the IT processes that are critical to
deliver effectively

B Focus on Risk Manaﬂement by using risk-oriented
IT goals to focus on the IT processes that are needed
to manage risk

B Focus on Resource Management by using Maturity
Models to ensure there is a capability to deliver

B Focus on Performance Management by using
metrics and scorecards to ensure plans are on track
and deviations are identified and corrected

Peter
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COBIT Domains

Plan and Organize

Deliver and Support

PO1 Define a strategic IT plan

DS1 Define and manage service levels

PO2 Define the information architecture

DS2 Manage third-party services

PO3 Determine technological direction

DS3 Manage performance and capacity

PO4 Define the IT processes, organization and relationships

DS4 Ensure continuous service

POS5 Manage the IT investment

DS5 Ensure systems security

PO6 Communicate managementﬁms and directions

DS6 Identify and allocate costs

PO7 Manage IT human resnurces‘

DS7 Educate and train users

PO8 Manage quality \

DS8 Manage service desk and incidents

PQO9 Assess and manage risks ‘

DS9 Manage the configuration

PO10 Manage projects

Acquire and Implement

AI1 Identify automated solutions

DS10 Manage problems

DS11 Manage data

DS12 Manage the physical environment

AI2 Acquire and maintain application s‘tware

AI3 Acquire and maintain technology in‘astructure

DS13 Manage operations

Moni nd Evaluate

AlI4 Enable operation and use \ ME1 Monitor and evaluate IT performance
AIS5 Procure IT resources ‘ ME2 Monitor and evaluate internal control
AI6 Manage changes \ ME3 Ensure regulatory compliance

Al7 Install and accredit solutions and chanks

ME4 Provide IT Governance

|}
Peter COBIT sees this as a process

avlsS
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COBIT Framework

BUSINESS OBJECTIVES AND
GOVERNANCE OBJECTIVES

Monitor and evaluate IT

performance. INFORMATION

Monitor and evaluate internal
control

Ensure compliance with
external requirements.
Provide IT governance.

MONITOR
AND
EVALUATE
Define and manage service
levels.
Manage third-party services.
Manage performance and
capecity.
Ensure continuous service.
Ensure systems security.
Identify and alocate costs.
Educate and train users. DELIVER
Manage service desk and
incidents.
Manage the configuration.
Manage problems.
Manage data.
Manage the physical
environment.
Manage operations.

Define astrategic I T plan.
Define the information
architecture.
Determine technological
direction.
Definethe IT processes,
organisation and relationships.
Managethe I T investment.
Communicate management aims
and direction.

ORGANISE Manage IT human resources.
Manage quality.

RESOURCES Assess and manage IT risks.

Manage projects.

Identify automated solutions.
Acquire and maintain
ACQUIRE application software.
AND Acquire and maintain

IMPLEMENT technology infrastructure.
Enable operation and use.
Procure I T resources.
Manage changes.
Install and accredit solutions and
changes.

© ISACA/ITGI
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The Most Important IT Processes

PO1 Define a strategic IT plan
PO3 Determine the technological direction

| PO5 Manage the IT investment
€SS TS

PO10 Manage projects

AIl Identify solutions

AI2 Acquire and maintain applications s/w
AI5 Install and accredit systems

AIG6 Manage changes

DS1 Define service levels

Su I'VeY DS5  Ensure system security

DS4 Ensure continuous service

Peter

DS10 Manage problems and incidents
DS11 Manage data
ME1 Monitor the processes

dVviS
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Manage Human Resources

Manage Quality

Manage Projects

Assess and Manage IT Risks

Identify Automated Solutions.

Acguire and Maintain Application Software
Acquire and Maintain Technology Infrastructure
Ready Operational Solutions

Procure IT Resources

[Manage Changes

Define and Manage Se
Manage Third-party

IInstall and Accredit Svystems

Manage Performance and Capaci
Ensure Continuous Service

Ensure Systems Security

Educate and Train Users

Identify and Allocate Costs
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Manage Service Desk and Incidents

IT Control Diagnostic
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The Management Process
Plan
Control Organize
R. Alec Mackenzie, The
management process in 3-D,
HBR, 1969.
Direct Staff

Peter
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PO5 Manage the IT Investment

M Process Description

A framework is established and maintained to manage IT-
enabled investment programmes and that encompasses
cost, benefits, prioritisation within budget, a formal
budgeting process and management against the budget.
Stakeholders are consulted to identify and control the total
costs and benefits within the context of the IT strategic and
tactical plans, and initiate corrective action where needed.
The process fosters partnership between IT and business
stakeholders; enables the effective and efficient use of IT
resources; and provides transparency and accountability into
the total cost of ownership (TCO), the realisation of business
benefits and the ROI of IT-enabled investments.

Peter

avlsS
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Example Management Guideline Structure —
PO5

Control over the IT process of Manage the IT investment that satisfies the
business requirements for IT of continuously and demonstrably improving IT’s cost-
efficiency and its contribution to business profitability with integrated and standardised
services that satisfy end-user expectations

by focusing on effective and efficient IT investment and portfolio decisions,
and by setting and tracking IT budgets in line with IT strategy and investment
decisions

k—l\ is achieved by forecasting and allocating budgets; defining
formal investment criteria (ROI, payback period, net present
value [NPV]) and measuring and assessing business value
against forecast

and is measured by percent of reduction of the unit cost of
the delivered IT services; percent of budget deviation value
compared to the total budget; and percent of IT expenditure

P @ expressed in business value drivers (e.g., sales/services
ae§i S increase due to increased connectivity)
© 2008 Peter Davis+Associates 27

Control Objectives — PO5

®m PO5.1 Financial Management
Framework

m PO5.2 Prioritisation Within IT Budget

m PO5.3 IT Budgeting

m PO5.4 Cost Management

m PO5.5 Benefit Management

Peter

avlsS
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ITIL Financial Management

for IT Services
L |

Peter

ﬁ By
(‘_“
A f
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Concepts

W Budgeting

M Accounting

m Charging

W Cost Categories: Direct/Indirect Costs;
Fixed/Variable Costs;
Capital/Operational Costs

W Cost Types: Equipment, Software,
Organization, Accommodation, Transfer
Cost Unit (TCU), Cost Accounting (CA)

Peter
dVIS
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Objectives

W To provide cost-effective stewardship of the
IT assets and resources used in providing IT
Services

® To account fully for the spending on IT
Services and to attribute these costs to the
services delivered to the organization’s
Customers

M To assist management decisions on IT
investments by providing detailed business
cases for Changes to IT Services

Peter

dVIS
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Benefits

M Reduced long term costs

m Increased confidence in managing budgets

® Accurate cost information

m More efficient use of IT

® Ensuring funds are available to provide
service

M Enables the recovery of costs

m Influences customer behaviour

m Allows comparison with alternative providers

Peter
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W Accurate information to support IT
investments

® Budgeting Benefits

W IT accounting Benefits
® Changing Benefits

Peter

avlsS

Benefits |

© 2008 Peter Davis+Associates

Relationships

W Business: Vision, strategy and plan
W Service Level: Charging policy
m Capacity: Develop pricing strategies

cost data

Peter

avlsS

R

2

® Configuration: CMDB used for historical

© 2008 Peter Davis+Associates
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L] -
Relationships
Business Processes IT Services
Strategy
Tactics
Operations
Peter
avilsS
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IT Financial Management KPIs

B Accurate cost—benefit analysis of
provided services

m Customers consider the charging
methods reasonable

® The IT organization meets its financial
targets

B The use of the services by the customer
changes

m Timely reporting to Service Level
Management

® Creditor/Debtor management

m Other specialized accounting
measurements (e.g. liquidity of assets)

Peter

avlsS
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Example Management Guideline
IT KGIs — PO5

Manage the IT investment
m Percent of IT investments exceeding or

meeting the predefined business
benefit
m Percent of IT value drivers mapped to

business value drivers
m Percent of IT spend expressed in
business value drivers (e.g., sales

increase due to increased connectivity)

Peter
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Example Management Guidelines
Process KGIs — PO5

Manage the IT investment
® Number of budget deviations

M Percent of budget deviation value ﬂ/ J J
compared to the total budget

B Percent reduction of the unit cost
of the delivered IT services
B Percent of IT investments

delivering predefined benefits

Peter

avlsS
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Example Management Guideline
KPIs — PO5

Manage the IT investment

B Percent of projects with the benefit
defined up front

m Percent of IT services whose costs are
recorded

m Percent of projects with a post-project

review

B Frequency of benefit reporting

m Percent of projects where Performance
information (e.g., cost performance,

schedule performance risk profile) is
available

Peter

avlsS

© 2008 Peter Davis+Associates &)

Example Management Guideline
Inputs - PO5

Manage the IT investment

m PO1: Strategic plan and tactical IT plans,
project and service portfolios

m PO3: Infrastructure requirements

®m PO10: Updated IT project portfolio

m AIl: Business requirements feasibility
study

m AI7: Post-implementation reviews

m DS3: Performance and capacity plan
(requirements)

m DS6: IT financials

B ME4: Expected business outcome of IT-
enabled business investments

Peter

avlsS
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ME4

Peter

W IT budgets—>DS6
m Updated IT service portfolio>DS1
m Updated IT project portfolio>PO10

Example Management Guideline
Outputs — PO5

Manage the IT investment
M Cost-benefit reports>P0O1 AI2 DS6 ME1

avlsS
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POS5

Generic Process Guideline MM -

B 0 Non-existent when: There is no awareness of the
importance of IT investment selection and budgeting. There is
no tracking or monitoring of IT investments and expenditures.

B 1 Initial/Ad Hoc when: The organisation recognises the need
for managing the IT investment, but this need is communicated
inconsistently. Allocation of responsibility for IT investment
selection and budget development is done on an ad hoc basis.
Isolated implementations of IT investment selection and
budgeting occur, with informal documentation. IT investments
are justified on an ad Aoc basis. Reactive and operationally
focused budgeting decisions occur.

+ ASSOCIATES
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Generic Process Guideline MM -
PO5

B 2 Repeatable but Intuitive when: There is an implicit
understanding of the need for IT investment selection and
budgeting. The need for a selection and budgeting process is
communicated. Compliance is dependent on the initiative of
individuals in the organisation. There is an emergence of
common techniques to develop components of the IT budget.
Reactive and tactical budgeting decisions occur.

B 3 Defined Process when: Policies and processes for investment
and budgeting are defined, documented and communicated, and
cover key business and technology issues. The IT budget is
aligned with the strategic IT and business plans. The budgeting
and IT investment selection processes are formalised,
documented and communicated. Formal training is emerging but
is still based primarily on individual initiatives. Formal a_|pprova| of
IT investment selections and budgets is taking place. IT staff
members have the expertise and skills necessary to develop the
IT budget and recommend appropriate IT investments.

Peter

dVIS
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Generic Process Guideline MM -
PO5

B 4 Managed and Measurable when: Responsibility and
accountability for investment selection and budgeting are
assigned to a specific individual. Budget variances are
identified and resolved. Formal costing analysis is
performed, covering direct and indirect costs of existing
operations, as well as proposed investments, considering
all costs over a total life cycle. A proactive and
standardised process for budgeting is used. The impact
of shifting in development and operating costs from
hardware and software to systems integration and IT
human resources is recognised in the investment plans.
Benefits and returns are calculated in financial and non-
financial terms.

Peter © ISACA/ITGI

dVIS

© 2008 Peter Davis+Associates 44

©2008 Peter Davis+Associates 22



ISACA - Ottawa, ON

February 11, 2008

decisions.

Peter

Generic Process Guideline MM -

POS5S

B 5 Optimised when: Industry good practices are used to
benchmark costs and identify approaches to increase the
effectiveness of investments. Analysis of technological
developments is used in the investment selection and
budgeting process. The investment management process
is continuously improved based on lessons learned from
the analysis of actual investment performance.
Investment decisions incorporate price/performance
improvement trends. Funding alternatives are formally
investigated and evaluated within the context of the
organisation’s existing capital structure, using formal
evaluation methods.
variances. An analysis of the long-term cost and benefits
of the total life cycle is incorporated in the investment

here is proactive identification of

© ISACA/ITGI
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Group Action

You saw that COBIT process PO5 focuses on IT
investment. In this exercise you will look at the
CMM for POS.

The class will split into groups for this activity.
Each group will focus on the attributes in the
CMM. With your group talk about the maturity
level of your organization.

30 minutes preparation, 10 minutes class
discussion

Peter
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PO5: RACI Chart
Activities
Manage the programme | A | R | R [R | C I| 1
portfolio
Manage the project I | C|A|A/]|C c|C C| I
portfolio R |R
Manage the service I | C|A/|A/|C|C C| I
portfolio R |R
Establish and maintain I | C|C]|A C|C|C]|R|C
the IT budgeting
process
Identify, communicate I |C|C|A C|C|C|R|C|C
and monitor IT R
investments, cost and
value to the business
UAY 1D
© 2008 Peter Davis+Associates 4
The Val IT Initiative
Research
Framewori
Supporting Publications
Sarvices
AVl
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The ING Case Study

The Business Case

The Val IT Framework

T JHF Download for FREE from
Peter http://www.itgi.org
©2008 Peter Davis+Associates 49

Implementing IT Governance
with Val IT

m Val IT extends and complements COBIT
The goal of the Val IT initiative is to help
management ensure that organizations realize
optimal value from IT-enabled business investments
at an affordable cost with a known and acceptable
level of risk

Val IT provides guidelines, processes and supporting
key management practices to assist the board and
executive management in understanding and
carrying out their roles related to such investments

Peter
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The Road Map for IT Governance
Implementation

Raise Aware_ness Define Define Define
and Obtain . risks resources and
Commitment P deliverables

ENVISION Define Tar
- get Analyse Gaps
SOLUTION for and Identify
Sormance proveme Improvemen

IDENTIFY

NEEDS Plan

programme

PLAN Define DEVEIop
SOLUTION Projects Improvement
el ds oo Monitor Review
SOLUTION ::p:%"‘:::..teg:: Implementation Programme
P Performance Effectiveness

<b00000000000000000000000000000C™S

OPERATIONALISE .
. Identify new
SOLUTION Bl
ST o)
- jrete
© 2008 Peter Davis+Associates 51

CoBIT and Val IT Support for Phase 1—Identify Needs

CoBIT and Val IT provides the following support for
Phase 1:

WA matrix showing the relationship between generic business goals
(aligned to the balanced scorecard) and IT goals

B A matrix showing the relationship between the IT goals and the IT
processes

B The information criteria, which help define the business value and
business risk reduction requirements for information

B The IT resources, which help define the resources required to manage
delivery of information to meet business value and business risk
requirements

M The IT processes, which help select critical IT processes

B The control objectives and control practices, which provide guidance on
critical control requirements

BVal IT — The Business Case
Peter

avlsS
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Val IT Principles

IT-enabled investments will be managed as a portfolio of

investments.

IT-enabled investments will include the full scope of

activities that are required to achieve business value.

IT-enabled investments will be managed through their full

economic life cycle.

Value delivery practices will recognize that there are

different categories of investments that will be

evaluated and managed differently.

®m Value delivery practices will define and monitor key
metrics and will respond quickly to any changes or
deviations.

® Value delivery practices will engg e all stakeholders and
assign appropriate accountability for the delivery of
capabilities and the realisation of business benefits.

®m Value delivery practices will be continually monitored,

evaluated and improved.

gg% i S © ISACA/ITGI
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Val IT Goals

® Increasing the understanding and
transparency of costs, risks and
benefits

m Increasing the probability of
selecting those investments with the
highest potential return

® Increasing likelihood of success of
executing selected investments such
that they realize or exceed the
expected return

Peter
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Implementing IT
Governance With Val IT

Figure 15—'Four Ares’

The strategic question. Is the investment:

«In line with our vision

=+ Consistent with our businesss principles

+Contributing to our sirategic objectives

+Providing optimal value, at affordable cost, at an
acceptable level of risk

~

Are we The value question. Do we have:

A clear and shared understanding of the
expected benefits

« Clear accountability for realising the benefits

+ Relevant metrics

* An effective benefits realisation process

Are we
doing
the right
things?

benefits?

The delivery question. Do we have:

« Effective and disciplined management, delivery
and change management precesses

« Competent and available technical and business
resouces to deliver:
= The required capabilities
= The organisational changes required to

levarage the capabilities

The architecture question. Is the investment:

«In line with our architecture

=+ Consistent with our architectural principles

 Contributing to the population of our
architecture

= In line with other initiatives

Are we
doing them
the right
way?

Peter
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Val IT Framework

VG

™

: : ‘ Governance & management of
IM . . a portfolio of business change
: M ‘ programmes

Are we doing .
¢ Are we getting
the right >
things? /‘7/ the benefits:
‘Are we doing
them the righ;
way?

Are we doing
them well?

Governance & management of a
portfolio of technology projects, e
services, systems & supporting 74
infrastructure

Peter
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Val IT Relationships

Value IT supports the business goal of
Realizing optimal value from IT-enabled business investments at an affordable cost
with an acceptable level of risk

and is guided by
A set of principles applied in value management processes

that are enabled by
Key management practices cross-referenced to COBIT key controls
L]
Peter

and are measured by
Key outcome and performance metrics

© 2008 Peter Davis+Associates
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Val IT Structure
BThree PROCESSES:

mValue Governance (VG)

m Portfolio Management (PM)

® Investment Management (IM)
®The PROCESSES consist

of 40 key management

practices

Peter
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2.

3.

Peter
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Value Governance (VG)

® The goal of value governance is to
optimize the value of an organization’s
IT-enabled investments by:
1.

Establishing the governance, monitoring
and control framework

Providing strategic direction for the
investments

Defining the investment portfolio
characteristics

© 2008 Peter Davis+Associates 59

1.
2.
3.

4.
5.
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Portfolio Management (PM)

B The goal of portfolio management is to ensure that
an organization’s overall portfolio of IT-enabled
investments is aligned with and contributing optimal
value to the organization’s strategic objectives by:

Establishing and managing resource profiles
Defining investment thresholds

Evaluating, prioritizing and selecting, deferring, or rejecting
new investments

Managing the overall portfolio
Monitoring and reporting on portfolio performance

© 2008 Peter Davis+Associates 60
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Investment Management (IM)

B The goal of investment management is to ensure that an
or?anization’s individual IT-enabled investment programs
deliver optimal value at an affordable cost with a known and
acceptable level of risk by:

Identifying business requirements

Developing a clear understanding of candidate investment
programs

Analyzing the alternatives

Defining the program and documenting a detailed business case,
including the benefits details

Assigning clear accountability and ownership
Managing the program through its full economic life cycle
Monitoring and reporting on program performance

=P NPE

= En O
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Key Management Practices

W Represented in tables
M Process description
M Key management practices
m Cross-reference to COBIT
mRACI chart

Peter
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Val IT Example Practice
Domain: Value Governance (VG)
Process CobiT RACI Chart
Description Control Objecti Cross Ref. Exec _ Bus IT
VG1 Ensure informed and committed leadership Primary: AR C C
+Establish The reporting line of the CIO should be commensurate with the inportance | PO1.2, PO4.4,
governance, of IT within the enterprise. All utives should have a ME3.1, ME3.2
monitoring and | ing of strategic IT issues such as dependence on IT, technology inights
control and capabiliies, in order that there is a common and agreed unérstanding
framework between the business and IT of the potential impact of IT on thebusiness
e strategy. The business and IT strategy should be integrated clealy linking
'Eitgtelgs‘c enterprise goals and IT goals and should be broadly communicated
rategi
Direction VG2 Define and implement processes Primary: A R C
+Establish Define, implement and consistently follow processes that providefor clear | PO4.1, ME1.1,
portfolio and active linkage between the enterprise strategy, the portfob of IT- ME1.3, ME3.1
haracteristics | enabled investment programmes that execute the strategy, the indvidual | Secondary:
investment programmes, and the business and IT projects that make up PO5.2-5
the programmes. The processes should include: planning and budgding; 0102
prioritisation of planned and current work within the overall bulget; .
resource allocation consis-tent with the priorities; stagegating of invest-
ment itoring and icati taking
appropriate remedial action; and benefits management such that ere is
an optimal return on the portfolio and on all IT assets and serices.
VG3 Define roles & responsibilities Primary: A R C
Define and communicate roles and responsibilities for all persomel inthe | PO4.6, PO4.15
enterprise in relation to the portfolio of IFenabled business investment Secondary:
individual i and other IT assetand | pO4.8, PO4.9
services to allow sufficient authority to exercise the role andresponsibility .
assigned to them. These roles should include, but not necessar be
limited to: an i decision body; i
j and associated support
roles. Provide business with procedures, techniques, and tools mabling
them to address their responsibilities. Establish and maintain a optimal
coordination, communication and liaison structure between the ITfunction
and other inside and outside the enterprise.
VG4 Ensure appropriate and accepted accountability Primary: A R C
Establish a ing and iate control that i PO1.1, ME3.F
with the overall enterprise control environment, and generally acepted 3, ME3.3
control principles. The framework should provide for unambiguousaccount- | Secondary:
abilities and practices to avoid breakdown in internal control ad oversight. | mE3.2
Accountabilty for achieving the benefits, delivering required @pabilities .
and controlling the costs should be clearly assigned and monitoed.
e
+ ASSOCIATES © 2008 Peter Davis+Associates 63
Management Practices
Ensure informed and committed leadership
Define and implement processes
Define roles and responsibilities
Ensure appropriate and accepted responsibility
Define information requirements
ish reporting requii
Establish organizational structures
Establish strategic direction
Define investment categories
VG10 Determine a target portfolio mix
VG11 Define evaluation criteria by category
IM1 Develop a high-level pp y
IM2 Develop an initial programme concept business PM1 Maintain a human resource inventory
IM3 Develop a clear ur ing of P PM2 Identify resource requirements
IM4 Perform alternatives analysis PM3 Perform a gap analysis
IM5 Develop a programme plan PM4 Develop a resourcing plan
IM6 Develop a benefits realization plan PM5 Monitor i and utili:
IM7 Identify full life cyde costs and benefits PM6 ish an il
IM8 Develop a detailed programme business case PM7 the initial concept case
IM9 Assign clear accountability and ownership PM8 Evaluate and assign a realtive score to the programme business case
IM10 Initiate, plan and launch the programme PM9 Create an overall portfolio view
IM11 Manage the programme PM10 Make and i thei decisi
IM12 Manage/track benefits PM11 Stage-gate (and fund) selected programmes
IM13 Update the business case PM12 Optimize portfolio performance
IM14 Monitor and report on programme performance PM13 Re-prioritize the portfolio
IM15 Retire the programme PM14 Monitor and report on portfolio performance
Peter
. . 4
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Relationships

Establsh governance framework

VG1-

4,6-7

Provide strategic direction H Estabish portfolio parameters

VG vGs VGS, 9-11
Maintain Maintain
resource profie funding profie
PM1-5 PM6
Evaluate and Move selected Monitor and report
prioritize investments to Manage overal on portfolo
investments active portfoio portfolo performance
PM o PM11 PM12-13 PM14
Identify Define 3
Business candidate Analyze Assign Document
requirements programme alternatives accountabiity business case
IM1-2 IM3, 5-7 M9 IMS, 13
Monitor and report on _
Launch Manage programme programme Retire
Pe te ; programme execution performance programme
IM IM11-12 IM14 IM15
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Value Governance

Val IT MindMap
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Val IT

__/Portfolioc Management
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VG1 Ensure Informed and
Committed Leadership

m CIO reporting structure should match
importance of IT within the enterprise

m All executives should have a sound
understanding of strategic IT issues, such as
dependence on IT, and technology insights
and capabilities, so there is a common and
agreed understanding regarding the potential
impact of IT on the business strategy

m Integrated strategy, clearly linking enterprise
goals and IT goals

B Strategy broadly communicated

Peter
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"There is nothing more difficult to
plan, more doubtful of success, more
dangerous to manage than the
creation of a new system.”
Machiavelli, 1513
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COBIT Cross-References
M Primary
mPO1.2 Business-IT Alignment
mPO1.4 IT Strategic Plan

M PO4.4 Organisational Placement of the IT
Function

B ME4.1 Establishment of an IT Governance
Framework

mME4.2 Strategic Alignment

Peter
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IT/Enterprise Alignment

The Board should drive business alignment by:

= Ascertaining that the IT strategy is aligned with the business strategy

= Ascertaining that IT delivers against the strategy through clear expectations and measurement
= Directing IT strategy to ba/ance investments between supporting and growing the enterprise

= Making considered decisions about where IT resources should be focused

Enterprise

Strategy

Alignment
ITS"a‘egy

Pete; IT Operations

aVIS © ISACA/ITGI
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Enterprise
Operations
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IT Supporting Strategic
Objectives

Peter
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Enterprise Architecture Value

m Enterprise Architecture is a reference
framework, a layered architecture that
sets the stage for individual projects

B Sets common “patterns” for business & IT

B Enables the use of standard components
where possible

m Enables electronic data exchange

B Enables the building & operation of
applications, infrastructure & networks

m Used as basis for a gap analysis

m Coordinates the investigation, evaluation &
piloting of emerging technology

Peter
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Enterprise Architecture
Perspectives

W Senior Management Perspective (People)

® Financial and Operations Perspective
(Processes)

® Technical Perspective (Technology)

Peter
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E2AF Issuer

W Extended Enterprise Architecture
Framework

W Institute for Enterprise Architecture
Developments

W http://www.enterprise-architecture.info/

Peter
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Institute For
@ Enterprise Architecture

g ) Dewiopmens Extended Enterprise Architecture Framework (E2AF)

IFEAD is an independent research and information exchange organization working on the future state of Enterprise Architecture
Security \
Governance N
Privacy N
What? How? With what? When?
ciation
Concaptual Lavsi Logical Levs Fhiyical Lavs] Tranaformational Level

Prar—

fresiuns

Privacy
Governance
Security

Extended Enterprise Architecture Framework (E2AF)u: veue 14

TOGAF

® The Open Group Architecture
Framework

® An “open source” industry standard
architecture framework for any
organization that wants to develop an
information systems architecture

™ The Open Group

W http://www.opengroup.org/togaf/

Peter
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Zachman Framework

m Complete overview of IT business
alignment

B Two-dimensional

M Intent

M Scope

M Principles

B Zachman Institute for Framework
Advancement

W http://www.zifa.com/

Peter
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Security Architecture Models

m ISO 7498-2:
http://ww.iso.ch/isol/en/Catal ogueDet ai | Page.
Cat al ogueDet ai | 7CSNUVBER=14256

B Moriconi, Xiaolei and Riemenschneider Methodology:
http://citeseer.ist.psu. edu/ noriconi 97secure.
ht m

m NIST Special Publication 800-27: _
http://csrc.nist.gov/publications/nistpubs/

B SABSA: http://wwm. sabsa-institute. org/

B Whitman & Mattford Methodology: _
htt p://ww. anazon. cont Princi pl es-1 nf ormati on-

Security-M chael -Wai t nan/ dp/ 0619216255/ sr =8-
17 qi 621%682713587 ref=sr 1 % 105- 8440691-

5565264?i e=UTF8&s=books
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VG2 Define and Implement
Processes

m Develop management processes that
provide for clear and active linkage of the
strategy and programs that execute the
strategy

B Processes should include:

B Planning and budgeting

B Prioritization of planned and current work
within the overall budget

B Resource allocation consistent with priorities
B Stage-gating of investment programmes

B Monitoring and communicating performance
B Remedial action

B Benefits management

Peter
dVIS
© 2008 Peter Davis+Associates &)
COBIT Cross-References
B Primary

B PO4.1 IT Process Framework

B ME1.1 Monitoring Approach

® MEL1.3 Monitoring Method

B MEA4.1 Establishment of an IT Governance Framework
m Secondary

B PO5.2 Prioritisation Within IT Budget

B PO5.3 IT Budgeting

B PO5.4 Cost Management

B PO5.5 Benefit Management

Peter
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VG3 Define Roles and
Responsibilities

m Define and communicate roles and responsibilities
m Allow sufficient authority to exercise the assigned
roles and responsibilities
B These roles should include:
B Investment decision body
B Program sponsorship
B Program management
B Project management and associated support roles
m Develop procedures, techniques and tools
m Establish and maintain an optimal co-ordination,
communication and liaison structure between IT and
its stakeholders

Peter

avlsS
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COBIT Cross-References

M Primary
m PO4.6 Establishment of Roles and
Responsibilities
m POA4.15 Relationships
m Secondary

m PO4.8 Responsibility for Risk,
Security and Compliance

m PO4.9 Data and System Ownership

®m PO10.1 Programme Management
Framework

® PO10.2 Project Management
Framework

Peter
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M Provide unambiguous
accountabilities and practices
to avoid a breakdown in
internal control and oversight

m Clearly assign and monitor
accountability for achieving
the business benefits,
delivering required capabilities
and controlling costs

VG4 Ensure Appropriate and
Accepted Accountability

B PO1.1 IT Value Management
B PO6.1 IT Policy and Control Environment

B PO6.2 Enterprise IT Risk and Control
Framework

B PO6.3 IT Policies Management

B P06.4 Policy, Standard and Procedures
Rollout

B MEA4.1 Establishment of an IT Governance
Framework

B ME4.2 Strategic Alignment
B ME4.3 Value Delivery

m Secondary
B ME4.2 Strategic Alignment

Peter

avlsS
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COBIT Cross-References
B Primary

© 2008 Peter Davis+Associates
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VG5 Define Information
Requirements

m Define a balanced and approved set of
performance objectives, measures,
targets and benchmarks

W Establish processes to collect timely and
accurate data to report on progress
against targets

® Deploy a method (e.g., balanced
scorecard) that provides a view of
portfolio, program and IT (technology
and functional) performance

® The method should fit within the
enterprise monitoring system

Peter
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COBIT Cross-References
M Primary

®ME1.1 Monitoring Approach

mME1.2 Definition and Collection of
Monitoring Data

mME1.3 Monitoring Method

B ME4.1 Establishment of an IT Governance
Framework

Peter
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VG6 Establish Reporting
Requirements

® Relevant portfolio, program and IT (technology
and functional) performance should be reported
to the board and executive management in a
timely and accurate manner

B Management reports should be provided for
senior management’s review of the enterprise’s
progress toward identified goals _

B Status reports should include the extent to which
planned objectives have been achieved,
deliverables obtained, performance targets met
and risks mitigated

B Integrate reporting with similar output from other
business functions

B Upon review, appropriate management action
should be initiated and controlled

Peter
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COBIT Cross-References
M Primary

mME1.5 Board and Executive Reporting
M ME3.5 Integrated Reporting

B ME4.1 Establishment of an IT Governance
Framework

B ME4.6 Performance Measurement

Peter

avlsS

© 2008 Peter Davis+Associates e

©2008 Peter Davis+Associates 44



ISACA - Ottawa, ON February 11, 2008

VG7 Establish Organisational
Structures

W Establish appropriate boards, committees
and support structures including, but not
limited to, an IT strategy committee, an
IT planning or steering committee, and
an IT architecture board

B Establish and maintain an optimal co-
ordination, communication and liaison
structure between the IT function and
various other stakeholders inside and
outside the IT function, such as users,
suppliers, security officers, risk
managers, the corporate compliance
group, outsourcers and offsite
management

Peter
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COBIT Cross-References

M Primary
mPO3.5 IT Architecture Board
mPO4.2 IT Strategy Committee
mPO4.3 IT Steering Committee
W PO4.15 Relationships

B ME4.1 Establishment of an IT Governance
Framework

Peter
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VG8 Establish Strategic
Direction
®m Make sure the business direction to
which expenditures on IT-enabled
business investments should be aligned
is understood, including the business
vision, business principles, strategic
goals and objectives, and priorities
®m Make sure there is a common and
agreed understanding between the
business and the IT function regarding
the potential impact of IT on the
business strategy and the role of IT in
the enterprise, and ensure that this is
broadly communicated

Peter
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COBIT Cross-References
M Primary

mPO1.2 Business-IT Alignment
mME4.2 Strategic Alignment

Peter
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VG9 Define Investment
Categories

B The governance processes must recognize that
there are a variety of investment types that
differ in complexity and the degree of freedom
in allocating funds

B These different investment types must be
categorized

B Categories could include:

B Mandatory

m Continuity

B Sustaining

B Discretionary: Strategic or transformational (to
gain competitive advantage or njna;or innovation),
informational (to provide better information),
transactional (to process transactions and reduce

the cost of doing business) and infrastructure (to
provide shared services and integration)
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COBIT Cross-References
M Primary

mPO5.1 Financial Management Framework

Peter
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VG10 Determine a Target
Portfolio Mix

m Align the portfolio mix with the

strategic direction of the enterprise

® Right balance of investments:

® An appropriate balance of categories

m Short- and long-term returns

B Financial and non-financial benefits
m High-risk vs. low-risk investments

Peter
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* | &] http:/jcgi.money.cnn.com/toals fassetallocwizard fasse tallocwizard. html

U & | caluators - Asset alocation wzard

AWMoneycon-
Fix your mix

When do you need the money? |3 -5 years

Home  Bus s Markets  Personal Finance

1]

How much risk can you handie? | Not much at all

(]

= Subscribe to Money
= Free Trial
= Magazine Customer Service

Real Estate  Technology ~ Small Busin Lwury  Fortune My Portfolia CNN com

Find the best asset allocation for your investing style and needs.

ASSET ALLOCATOR
About this calculator:

It is the mix of different types of
securities that will mostly determine
whether you will reach your goals.
Answer these four questions and well

How flexible are you?
@ 11 miss my goal by a year or two, il stil be okay.
) | cant afford to miss my target

BT

During market sell-offs, do you
(@ see an opportunity o buy more stocks

) Selistocks thinking things will anly get worse
) Do nothing

cacue

provide an asset all to shaot

| Top Stories
Stocks struggle in early trade

Toyota catches GM in global sales
Esxocon guns for all-time profit record
Sirius-XM deal: Patience is key
Will Apple turn tech stocks sour?

for in yeur portfolie. And if you're
acking in any sreas, we provide fund
recommendatians to help you fix your

& More investing tools
= How fast will your savings grow?

= Mutual fund screener
= Retirement planner

Sponsored Links
Mortgage Rates at 4.9% Fixed

3|

Fed Fund Rates Droo Again. Lower Your Monthlv Pavment. Act Fast!

"SEARCH JOBS

The |Ladders’
ONLY $100k+ JOBS

Sponsored Links

Wartaane Rates at 4 9% Fixed
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COBIT Cross-References

M Primary

®PO5.1 Financial Management Framework
W Secondary

mME4.5 Risk Management

Peter
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VG11 Define Evaluation Criteria
by Category

B For each category of investment, evaluation
criteria must be in place to support fair,
transparent, repeatable and comparable
evaluation

B Evaluation criteria could include:

m Alignment with the enterprise’s strategic
objectives

B Benefits, both financial and non-financial

m Qverall financial worth (as determined by the
practices of each enterprise)

| Risk, both delivery risk (the risk of not delivering a
capability) and benefits risk (the risk of not
realizing the expected benefit from the capability)

B For each category of investment, weightings
should be applied to the evaluation categories to
allow an overall relative score to be derived for
each investment

Peter
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COBIT Cross-References

M Primary
m PO5.1 Financial Management
Framework
m Secondary
m PO1.2 Business-IT Alignment

m PO2.1 Enterprise Information
Architecture Model

m PO5.2 Prioritisation Within IT
Budget

m ME4.5 Risk Management

Peter
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Portfolio Management

® Translating organizational strategies into
specific initiatives or business cases that
become the foundation for programs and
projects

to programs, projects and other activities
M Maintaining a balanced project portfolio
m Supporting the organizational project
management environment

Peter
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m Identifying and initiating programs and projects
® Providing, allocating and reallocating resources
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OPM3 Constructs

B Process execution depends on
inputs, appropriate tools and
techniques, and proper controls,
all of which results in outputs

m Controlling variability within a
process depends on controlling the

controls

m Controlling Portfolio Management
processes is dependent on the
ability to control the outputs from
Program and Project Management
processes, which become inputs to
Portfolio Management

Peter

variability of its inputs, along with —
tools and techniques, and proper y — Xn
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Inventory

M Create and maintain an
inventory of people and their
competencies, and their
current and committed
utilization

m Identify and pay special
attention to key IT personnel
in short supply

Peter
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PM1 Maintain a Human Resource
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COBIT Cross-References

M Primary
mPO4.5 IT Organisational Structure

B ME4.4 Resource Management
W Secondary

mPO4.13 Key IT Personnel

Peter
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PM2 Identify Resource
Requirements

m Understand the current and
future demand for IT
resources based on the
portfolio

m Identify and pay special
attention to key IT personnel
in short supply

Peter
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COBIT Cross-References

M Primary
mPO4.5 IT Organisational Structure

B ME4.4 Resource Management
W Secondary

mPO4.13 Key IT Personnel

Peter
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PM3 Perform a Gap Analysis

W Identify shortfalls between
current and future IT and
business resource demand
and current and planned IT
and business resource supply

m Develop strategies and plans
to address the shortfall

Peter
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COBIT Cross-References

M Primary
mPO4.5 IT Organisational Structure
B ME4.4 Resource Management

W Secondary
mPO4.13 Key IT Personnel

Peter
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PM4 Develop a Resourcing Plan

B Create and maintain tactical IT plans for
resources that are required to support
the portfolio of IT-enabled investment
programs and the IT strategic plan

B These tactical plans describe how IT
initiatives will contribute to the
programs, which resources are
required, and how the use of resources
and delivery of the expected
contribution will be monitored

Peter
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COBIT Cross-References

M Primary
m PO4.5 IT Organisational Structure
B ME4.4 Resource Management

m Secondary

m PO4.13 Key IT Personnel
m PO7.1 Personnel Recruitment and Retention
m PO7.2 Personnel Competencies

Peter
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PM5 Monitor Resource
Requirements and Utilisation

W Periodically review the IT
function and business
organizational structure and
adjust staffing requirements
and sourcing strategies to
meet expected business
objectives and respond to
changing circumstances

Peter

avlsS

© 2008 Peter Davis+Associates 1

©2008 Peter Davis+Associates 55



ISACA - Ottawa, ON

February 11, 2008

COBIT Cross-References

M Primary
mPO1.5 IT Tactical Plans
mPO4.5 IT Organisational Structure
B ME4.4 Resource Management
W Secondary
mPO4.13 Key IT Personnel

Peter
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PM6 Establish an Investment
Threshold

® Determine the overall budget
available for the portfolio, the
current commitment of that
budget, the current approved
spend and the actual spend
to date

Peter
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COBIT Cross-References

M Primary
mPO1.5 IT Tactical Plans
mPOS5.3 IT Budgeting

Peter
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PM7 Evaluate the Initial
Programme Concept Business Case

m Perform an initial, high-level assessment
(‘triage”) of the program concept
business case looking at strategic
alignment; benefits, both financial and
non-financial; overall financial worth
and risk; and fit with the overall
portfolio

m Determine whether the program
concept has sufficient potential to
justify proceeding to full program
definition and evaluation

Peter
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OoPM3

Portfolio

Projects Programs

Peter
dVIS
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OPM3 Definitions
M Project

m"... temporary endeavor undertaken to create a
unique product, service, or result.”

M Program

| ... a group of related projects managed in a
coordinated way to obtain benefits and control not
available from managing them individually.”

m Portfolio

m ... a collection of projects and/or programs and
other work grouped together to facilitate effective
management of that work to meet strategic
objectives.”
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Portfolio

Program

Project

Peter
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OPM3 Continuum

Control Continuously

Improve

Standardize Measure
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1.

Individual Action

List 3 critical IT programs in your organization:

Peter
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1.

Individual Action

List 3 critical IT projects in your organization:

10 minutes preparation

Peter
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COBIT Cross-References
M Primary

mPO1.1 IT Value Management

®PO5.1 Financial Management Framework
mPO5.2 Prioritisation Within IT Budget

m ME4.3 Value Delivery
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PM8 Evaluate and Assign a
Relative Score to the Programme

® Perform a detailed assessment of
the progr