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SYSTEM DEVELOPMENT
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A RISK MANAGEMENT
APPROACH

ISACA 27/October/2004 Slide 2

SUD WORKSHOP

Purpose
Risk Assessment Methodology
Reporting
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PURPOSE

review audit scope and objectives
define Hallux SUD audit model
outline risk assessment methodology
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AUDIT OBJECTIVES

meets functional requirements
managed during development
subject to change management
 likely to achieve benefits
appropriate control framework
give the project a “heads up”

ISACA 27/October/2004 Slide 5

AUDIT SCOPE

 initial planning to final implementation
follows normal SDLC
–flexible for “one of” developments

relationship to other major initiatives
value-added review process
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SUD NATURE

value added essential
cost-effective recommendations
perhaps no recommendations
–risk identification
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PROJECT CHALLENGE

complex, evolving environment
each project unique
senior management expectations
review must match pace of project
audit expertise must change
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PROJECT CHALLENGE

new technical environments &
methodologies
–evolutionary prototypes
–rapid application development
–client/server delivery mechanisms

reliance on other forms of review
–quality assurance
–IV&V
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PROJECT CHALLENGE

 large teams of experts
–diverse sets of expertise needed
–more views to record and assess
–multiple sets of documentation

 impact on auditor
–cannot be an expert in everything
–but - must maintain high level of training
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PROJECT CHALLENGE

management concerns largely unchanged
–change/scope management
–benefits management
–business process re-engineering

project management largely ignored by
senior management to date
–management of change
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SUD AUDIT APPROACH

 initial preliminary survey of risks
proactive drop-down technique
–key point in time assessments
–continuing presence

 timely, focused reporting
–risk matrix

ISACA 27/October/2004 Slide 12

HALLUX CHARACTERISTICS

subjective
–framework - requires experienced auditor
–can be applied at any stage of development
–any size project
–can include major re-engineering activities
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HALLUX CHARACTERISTICS

review must be added value - process
improvement needed
–cannot only deal in control framework
–system development organization and support

critical
–CoBiT with others good source
–SEI/CMM good source of process assessment
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HALLUX CHARACTERISTICS

enterprise-wide concerns
–management of change often ignored
–impact of several changes from different

sources
–process re-engineering
–large package implementation
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HALLUX CHARACTERISTICS

one of potentially many tools
–old SDLC approach focused on details
–higher level issues ignored
–tendency to select one tool for every thing
–many tools now exist - audit should have kit
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STANDARD SUD MODEL

Requirements Definition

System Development

Management of Change

Product
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ACCOUNTABILITY MODEL

Governance

TechnologyBusiness Project

System Product
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SUD WORKSHOP

Purpose
Risk Assessment Methodology
Reporting
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RISK CATEGORIES

follows elements of the model
–governance
–business
–project
–technology

not all tools and techniques mentioned will
apply to all projects
–flexible application
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GOVERNANCE RISK

Senior Management accountable for
–management control framework
–scope/change management
–benefits achievement
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SENIOR MANAGEMENT
CONTROL FRAMEWORK

planning
–strategic plans, environmental assessment

organizing
–mandates, delegations
–committee structure

 leading
–management commitment
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SENIOR MANAGEMENT
CONTROL FRAMEWORK

controlling
–records of decision
–management information

communicating
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CONTROL FRAMEWORK
RISKS

 lack of management commitment
–decisions needed

 insufficient communications
–unrealistic expectations
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CONTROL FRAMEWORK
SOLUTIONS

project sponsors/champions
empowered project steering committee
 linkages to organizational committee

structure
–executive committee

formal communications process
proactive committee members
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SCOPE MANAGEMENT

scope/change management
–risk assessment
–change control

other initiatives
–multiple new systems
–environmental change
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SCOPE MANAGEMENT
RISKS

 inability to adapt to changing conditions
–changing relationships with other initiatives -

systems, technical infrastructures
–legislative, market change

scope creep
–business change
–ambitious expectations
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SCOPE MANAGEMENT
SOLUTIONS

active and proactive PSC role
–environmental scan - business and technical
–coordination with other initiatives - corporate

renewal

rigorous change management process
–PSC approval
–impact analysis
–formal Change Control Board
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BENEFITS ACHIEVEMENT

cost/benefit decisions
–business case definition
–management submissions
–business case management - cost/schedule/

performance

benefits measurement
–benefits definitions
–systems/processes
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BENEFITS ACHIEVEMENT
RISKS

 inappropriate business case
–poorly defined costs and benefits
–management decision questionable
–cost/schedule/performance impacted

 inability to measure benefits
–leakage to other initiatives or situation
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BENEFITS ACHIEVEMENT
SOLUTIONS

supportable estimates
–PSC review and acceptance - members from

business, system and technology areas

benefits and costs refined throughout
project process
–systems, processes to capture

complete assessment post-mortem



6

ISACA SUD Presentation October 27/2004

Hallux Consulting Inc.

ISACA 27/October/2004 Slide 31

RISK CATEGORIES

follows elements of the model
–governance
–business
–project
–technology

not all tools and techniques mentioned will
apply to all projects
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BUSINESS RISK

Business area accountable for
–business requirements
–solution design
–management of change
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BUSINESS REQUIREMENTS

user requirements definition
–expert business user involvement
–change control

business rules
–complexity, capture process
–control, audit, privacy

requirements validation
–business review, IV&V
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BUSINESS REQUIREMENTS
RISKS

 inadequate functional requirements
identification process
–gaps in coverage
–uncontrolled changes - scope creep

 insufficient user involvement
–unfocused analysis
–interpretation problems
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BUSINESS REQUIREMENTS
SOLUTIONS

requirements management process
–business rule capture, validation
–change control
–IV&V

requirements vs SDLC
–prototype evolution & evaluation
–user focus groups
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SOLUTION DESIGN

fit of functionality
–traceability
–technology not a driver
–investment versus functionality

control framework & security
–risk assessment
–measures selected



7

ISACA SUD Presentation October 27/2004

Hallux Consulting Inc.

ISACA 27/October/2004 Slide 37

SOLUTION DESIGN RISKS

 inability to deliver all functionality within
timeframe and budget
–uncontrolled development/enhancements
–related to requirements management

 inadequate internal control and security
–often not seen as part of the recognizable

business rules
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SOLUTION DESIGN
SOLUTIONS

balancing decisions - delivery vs
investment
–needed throughout the process
–part of management role - need information
–requirements traceability essential

control and security addressed at same time
as rest of business needs
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INTERNAL CONTROL
FRAMEWORK

control identification
auditability and audit modules
privacy and data integrity
management reporting
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SECURITY FRAMEWORK

compliant with organizational policy
security team and mandate
analyses - threat risk assessment
measures defined and implemented
reviews
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MANAGEMENT OF CHANGE

process re-engineering
–% change
–user involvement
–roles & responsibility

organizational impact
–readiness to accept
–work force adjustment
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MANAGEMENT OF CHANGE
RISKS

 inadequate re-engineering of business
processes
–essential for system success
–affects user buy-in

 inability to manage change to the
organization
–lack of senior management attention
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MANAGEMENT OF CHANGE
SOLUTIONS

process re-engineering critical part of
project plan
–in large projects can be 55% of total cost
–can be role of requirements manager

ensure project charter includes
organizational change
–have senior people on team
–get senior management support
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RISK CATEGORIES

follows elements of the model
–governance
–business
–project
–technology

not all tools and techniques mentioned will
apply to all projects
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PROJECT RISK

Project management accountable for
–project organization & management
–control process
–development process
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PROJECT ORGANIZATION

organization & staffing
–team structure & experience
–accountability
–informatics partnership

decisions
–committee operation
–records of decision
–management information
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PROJECT ORGANIZATION

communications
–within the project
–external to management
–external to potential users
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PROJECT ORGANIZATION
RISKS

 lack of senior management support
–inadequate staffing
–poor informatics partnership

poor team structure
–lack of information
–poor accountability
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PROJECT ORGANIZATION
SOLUTIONS

project team structure part of senior
management commitment
–appropriate project charter
–appropriate PSC membership - staffing a key

responsibility

formal management information flow
–regular PSC presentations
–formal status reporting
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CONTROL PROCESSES

planning
–structure and organization
–relationship to strategic level
–resourcing

financial control
–budget process
–financial history
–variance analysis
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CONTROL PROCESSES

problem tracking & resolution
–critical issues, risk monitoring
–tools

contract management
–award process
–financial control
–amendment process
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CONTROL PROCESSES

quality assurance
–plan & approach
–resources
–audit reliance

ISACA 27/October/2004 Slide 53

CONTROL PROCESS RISKS

 loss of project direction, slow or non-
delivery
–poor planning, scheduling, monitoring
–lack of problem identification & resolution
–lack of decision tracking
–poor delivery control, contract management
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CONTROL PROCESS RISKS

 loss of financial control
–poor budgeting, monitoring
–little or no variance analysis
–poor contract management, amendment control,

impact analysis
–no accountability for budget delivery
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CONTROL PROCESS RISKS

poor quality deliverables
–no quality assurance capability on the team
–little reliance on audit
–lack of partnership with informatics
–no quality management initiatives within

organization
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CONTROL PROCESS
SOLUTIONS

critical path and deliverable monitoring
–issue/problem tracking process - PSC decisions
–automated planning tool, updated often
–decision reporting

financial monitoring
–regular variance assessment
–good internal expenditure control
–contract delivery assessment - c/s/p
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CONTROL PROCESS
SOLUTIONS

formal QA process
–plan, approach and resources

system under development review
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DEVELOPMENT PROCESSES

SDLC process
–compliance with company policy
–schedule of major deliverables
–informatics involvement in delivery

design process
–conceptual design, cohesion - architect role
–data management
–design control
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DEVELOPMENT PROCESSES

construction process
–deliverable status
–test approach & status
–configuration management

pilot/parallel test
–plan & approach
–problem management
–certification & accreditation
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DEVELOPMENT PROCESSES

 transition
–implementation strategy & approach
–schedule (other initiatives)
–client readiness - training
–data management - conversion
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DROP-DOWN DETAIL

all elements of this approach can be further
detailed as drop-down audit programs

pilot risk assessment - an example
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PILOT APPROACH
 Organization

 Strategy

 roles & responsibilities
– team & user group

 identify focus for activity

 measurable objectives
– coverage
– success criteria

 pilot architecture
– scope - related processes
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PILOT APPROACH
 Test Discipline  documented approach

– pre-pilot (unit, system,
integration)

– QA - user acceptance

 test results

 problem reporting
– case tool

 signoffs

ISACA 27/October/2004 Slide 64

PILOT APPROACH
 Test Discipline (cont’d)  identify throughput levels

– representative data
– representative processes

 critical factors
– needed for implementation

 non-critical factors that
should not impede
implementation
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PILOT APPROACH
 communications  audience selection

 medium selection
 organization

 pilot evaluation
– tool selection
– pre-existing conditions
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PILOT CONDUCT
 Process  set-up

– planning
– training
– conversion
– installation

 support
– configuration management
– identification of source of

changes
– management/user

commitment
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PILOT CONDUCT
 Coverage  functionality

– completeness
– reporting

 operability
– desktop procedures
– system operation
– interfaces
– LAN management
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PILOT CONDUCT
 Coverage (cont’d)  technology

– capacity
– architecture
– contingency/fall back
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RESULTS - LESSONS
 Certification &

Accreditation
 test results

– evaluation survey
– analysis results
– signoffs

 implementation
recommendations
– approach
– coverage
– record of decision
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RESULTS - LESSONS
 Management Submission  costs

– accumulated costs
– variance analysis

 benefits
– updated expectations

 assumptions, special
requirements or
constraints
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DEVELOPMENT PROCESS
RISKS

 inability to delivery on workplan
–poor SDLC or inadequate compliance
–lack of knowledgeable staff
–inadequate conceptual design, design control

poor quality of delivery
–poor design control
–inadequate test approach
–inadequate configuration management
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DEVELOPMENT PROCESS
RISKS

badly managed impact on users
–poor transition management - schedules,

training, etc...
–poor data conversion
–lack of pilot & lessons learned
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DEVELOPMENT PROCESS
SOLUTIONS

formal SDLC
–not necessarily the regular, mainframe type -

RAD
–conceptual design management - system

architect
–professional, experienced manager and staff
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DEVELOPMENT PROCESS
SOLUTIONS

design management
–central design control
–configuration management
–integrated with data management

 test management
–approach, plan and results monitoring
–pilot - certification & accreditation
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DEVELOPMENT PROCESS
SOLUTIONS

 transition management
–key component of project plan
–assure lots of training, local coaches
–get data conversion right
–pilot - configuration management flows

through to delivery
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RISK CATEGORIES

follows elements of the model
–governance
–business
–project
–technology

not all tools and techniques mentioned will
apply to all projects
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TECHNOLOGY RISK

Technology area accountable for
–infrastructure
–technical transition
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INFRASTRUCTURE

current environment
–architecture & topology approach
–project fit with architecture

planned infrastructure
–plans
–% change
–management understanding
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TECHNICAL TRANSITION

 informatics readiness
–applications, network, technical support
–specifically - network impact assessment

delivery mechanisms
–configuration management
–release management
–software distribution
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INFRASTRUCTURE RISKS

 inappropriate technical architecture
–project in isolation - no informatics partnership
–informatics in isolation - changes without

consulting project
–conflict with organization standard

poor choices in technology
–undersized components
–software conflicts
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INFRASTRUCTURE RISKS

 inability of host organization to migrate to
new technology
–lack of support for applications, technology
–poor delivery mechanisms
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INFRASTRUCTURE
SOLUTIONS

develop an informatics partnership
–technical people on the PSC or sub group
–mutual training opportunities

 infrastructure key element of project team
–part of conceptual design and design control
–ensure impact assessed
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INFRASTRUCTURE
SOLUTIONS

corporate software/hardware standards
–support infrastructure
–delivery processes - configuration

management, hardware installation, software
distribution, user help desk
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SUD WORKSHOP

Purpose
Risk Assessment Methodology
Reporting
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RATINGS OF RISK

elements of risk
–inherent
–specific to project

 levels of risk
–high, medium, low
–nature of risk, likelihood of occurrence and

consequences

ISACA 27/October/2004 Slide 86

REPORTING OF RISK

 timeliness the major problem
–management letters vs audit reports
–paragraph style vs point form
–risk identification vs full recommendations
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REPORTING OF RISK

management letters
–for level at which project reports
–relatively fast turn-around
–project “heads-up”

audit reports
–synthesize issues for senior management
–recommendations, action plans for

improvement
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REPORTING OF RISK

 identify factors affecting success
project management = risk management
rating an indicator, not a judgment
–high risk means more attention needed

 lots of communication - no surprises
–interim reporting of critical issues
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REPORTING OF RISK

matrix style, point form
–allows greater flexibility
–does not disrupt client/audit relationship
–can be repeatable for continuing presence
–non-threatening
–useful to all clients
–can speed up the process
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RISK MATRIX

ACTIVITY CONCLUSION
RISKS &

RECOMMEND’S

FACT OPINION/
ANALYSIS

LESSONS
LEARNED
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R I S K A SS E S S M E N T M A TR I X

M A N A G E M EN T & O R G A N IZ A T IO N A L R IS K

RISK A REA &
R E SO LU T ION

F O LLO W -UP O BS ER V A TIO N
D ec embe r/95

C U R R EN T
O BS ER V A TIO N

A S SE SSM EN T &
A R EA F O R
IM P RO VEM E N T

1.1 S e nior M anage m ent
C on trol Fra m e work

La ck o f com mitm ent over li fe t im e
of t he pro ject .

Re gula r w eekly me et ings
w ith the P roject Sp onsors
ha ve be en sch eduled
fac il it atin g a c ont inuous
e xchan ge of inform at ion .

P ro je ct deliverables w i ll be
ap proved and k ey issues
resol ved by the St ee ring
Com mit tee.

T he ma nage r of C orp orate
S ervices w il l s erv e as the l ink
betw een the Stee r ing
Com mit tee an d the Exe c.

Re gula r new slet te rs and
co mm un icat i ons are
sche dule d as p ar t of the
Cha nge M anage ment an d
Com munica t ions p rocess es .

In te rdep art menta l Inform at ic s C omm itt ee ( IIC )
has take n ove r from the Project Stee r ing
Com mit tee as the m ajo r m an age ment cont ro l for
th is proje ct and ot he r m ajor in it iat ives .
- rep resentat ion f rom al l D ep artme nts , us ua lly

the ce ntra l serv ices m ana ger.
- o ld PSC not form al ly c losed dow n.

A ct ive chal le nge ro le t o be play ed by IIC ;
s igni ficant aut hority to re vie w , m onit or a nd
ap prove o r susp end a ct iv it y ; d ecis i ons are
rec orded in m inutes .
- in t end ed to me et m onthly , I IC has not bee n

re gular.
- IIC to s tart m e et ing e very tw o w eeks .
- foc us corporat e ly is n ow on projects and

T echno logy Inf ras truct ure .

P ro je c t Sp onsors meet sep arat ely w ith t he P roj ect
M ana ger w eekly .
- s tandard a gen da used , and m inutes

produ ced .
- as a result , pro ject cont inu es to b e w el l

supported by m a nage ment an d the
D ep ar tm e nts .

M ajor elem e nts of t he SM C F cont inu e t o exis t ,
but have cha nge d throu ghout .
- new P roj ect M ana ger on the tea m; repor ts

d i rect ly t o C orp orat e S ervic es
- Sp onsor gro up now rep resent s C orp

S ervi ces on ly .
- m a nage r now he ads the group -

provides di rect linka ge to exe c .
- m e ets w e ekly , provides co rporate

di rect ion .
- I IC s t ill has broa d repre sentat ion , but

nat ure of the forum is to c han ge.
- w il l not focus on inform at ics , w il l

co ver a ll m ana gem ent conc erns in the
C orp orat ion .

- ch ange has not yet occ urred , henc e
I IC op erat ing a s in tende d.

- m e et ing m ont hly lately , rat he r tha n
bi -w eekly as in ten ded.

- new fo rum a lso in it iat ed - M ana gers of
A dmin N etw ork .
- has m et severa l t imes to date; pro j ect

t o be s tandard age nda ite m .
- in tend ed to dea l w it h co rporate

res t ructuring .

Risk rema ins low .
M ana gem ent
co mmitm e nt re fle cted in
cu rrent adjus tm ents to
the co ntro l frame w ork .

Proble m s co rrected
in clud e: lac k of
co mmun icat i on w ith
Sp onsors ; inabi lit y of
Sp onsors t o resolve
co rporat e issues ;
in abil it y of IIC to m a ke
pol icy dec is ions .
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R E SO LU T ION

F O LLO W -UP O BS ER V A TIO N
D ec embe r/95

C U R R EN T
O BS ER V A TIO N

A S SE SSM EN T &
A R EA F O R
IM P RO VEM E N T
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Re gula r w eekly me et ings
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ap proved and k ey issues
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T he ma nage r of C orp orate
S ervices w il l s erv e as the l ink
betw een the Stee r ing
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Re gula r new slet te rs and
co mm un icat i ons are
sche dule d as p ar t of the
Cha nge M anage ment an d
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- in t end ed to me et m onthly , I IC has not bee n
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P ro je c t Sp onsors meet sep arat ely w ith t he P roj ect
M ana ger w eekly .
- s tandard a gen da used , and m inutes

produ ced .
- as a result , pro ject cont inu es to b e w el l

supported by m a nage ment an d the
D ep ar tm e nts .

M ajor elem e nts of t he SM C F cont inu e t o exis t ,
but have cha nge d throu ghout .
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1.2 Change M anagem ent

Lack o f change m anagem ent.

A change managem ent
strategy and p roces s w hich
in cludes a nu mber of action
steps has been devel oped.

Change m anagem ent will be contro lled thro ugh
an issue process which has been devised to raise
co ncerns to Sponsors and the IIC.
- examp le - d elay in gett in g version for

W indow s N T will de lay tra inin g for ve rsion
3.0 fo r the project team.
- supp lier will n ot like ly have this

software until the 1st qua rter 9 6.
- had planned for tra ini ng in Jan/96 - will

be del ayed .
- has a lso caused change to requirem ent s

de finition process - w ill n ow proceed to
do ent ire AS IS mode l for the comp let e
ap plication rathe r than by m odule.

- process is w orkin g w ell from the p erspect iv e
of the Sp onsors.

- no i ssues yet rais ed to IIC .

Issues raised to Sp onsors and IIC (or it s
rep lacement) to co ntrol scop e.
- issue process p ointed out con cerns with

t he rol e of IIC as it could not mak e
decisio ns on co rporate policy .
- manager sat as observe r only at IIC.
- w it hout m anager o n Sp onsor team ,

t hey a lso cou ld not make d ecis ions.

T he organizat ion is going i nto a high risk tim e
fram e with potential budget cuts arising agai n.
- de lays i n del ive ry will cause prob lem s

w it h secon ded p roject st aff.
- some are expect ed back Dec /96!!
- no d ocum entat ion ab out extendin g

secondments exis t.
- some staff h ave been directly affected by

bud get cuts - re fer Project Or ganizat ion.
- al so, users co ncern ed about maint aini ng 2

sys tem s w ith d ownsized organizations.

M edium risk .

Although a formal
process exist s to i dentify
an d resolv e crit ical
issues and t he Sp onsors
now have improv ed
cap ability to resolve
issues , this level of risk
refl ects the current
en vironm ent.

A watch item .
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1 .3 Benefi t s A ch ie ve m en t

Ina b ilit y to ac h ie ve o r ide n tify
be nefit s .

T he pro ject t eam w i ll ensure
that the e x is t ing pro cesses
an d act iv it i es are meas ured
fo r thei r p rocess a nd cy cle
t ime . G oals w il l be set fo r
im p rove d per fo rmance , a nd a
pos t- imp lem enta t ion rev iew
w il l be condu ct ed t o mea sure
ac h ie ved b ene fits .

Be nefit s st il l ha ve no t be en s pec ifi ed y et ; no p lan
y et e x is ts to ach i eve the se be nefit s .

A s a resu lt o f the c han ge to the requ i rem ents
p roc ess , the en t ir e A S IS mo dell in g task w i ll b e
co mplete d fo r the en t ir e app lic at ion . N o d et aile d
mo dules w i ll b e at t empt ed due to vers ion 3 .0
de lay .
- th is al low s for bet t er overa ll unders tand i ng

of the re qu irem ents , and thus p o ten t ia l
be nefit s .

P rel imi nary idea s on po ten t ial ben efit s , an how to
me as ure s a me, shou ld b e poss ib le as the A S IS
an d TO B E process c on t inues .
- crit e ria a re re qu ire d fo r be nefit s

me as urem ent .
- D ep ar tm e n ts m us t buy in to the new w ork

proc esses w ith the resu lt ing b ene fits a nd
im p act s .

St i ll w ork ing w ith in the budget es t imated
dur ing t he p lann ing pha se - no d irect c hange to
t he cos t s ide of the cos t /ben efit .
- how ev er no re al cos t /bene f it that lo oked at

t he act ua l do l la r bene f it s invo l ved .
- an t ic ip a ted reduct io n in p os it ions , bu t

t oo m any unkn ow ns fo rced
D ep artme n ts to no t com mit to the
rea liz at ion o f these redu ct ions .

- al so , redu ct ions al ready ac h iev ed by
bud get re duc t ions .

- fu l l be nefit s tie d to funct iona l m odules
ne xt to be imp leme nted.
- in it ial data has g iven the ab i lity to

ce n tra lly ana lyz e.
- t h is bene fit ava ila b le on ly as lon g as

t he dat a i s m ain ta ine d curre n t.

P ro je ct ob je ct ives a nd goa ls t end to be
ge neral ly w ord ed - m eas ure ment s nee ded .
- qua n t ita t ive ana lys is on curre nt

sys tem s /p roc es ses no t yet done.
- e xam p le - c urren t t ime to de liv er

se rv ices .
- an alys is to be ca rri ed o u t by as part o f the

ne xt s t age of funct iona l m odule del ive ry .

R isk rema ins at the
me dium le vel . The re is
s t ill n o rec ord of be nefit s
an d as y et no m ec han ism
to m ea sure their
ac h ie vem ent .

T h is r isk w il l a bate as
the pro ject p rogre sses ,
an d as w ork is fo cused
in th is a rea .

A w atch item .
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