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• Personal Perspectives -

• The Modern Man – Our Networked World

• The Intangible Economy

• The Evolving Threat
– Underground / on-line Shadow Economy 
– Disaster Fraud (don’t forget Business Continuity / Disaster Recovery)

• Governance, Risk and Compliance - Automation  

• The Resilient Economy – Risk Continuum and Perspecti ves

• Information Security Automation Program
– Security Content Automation Protocol

• Summary
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• A Defence, Security and Intelligence technology bac kground  trying to 
understand Privacy, Security and Trust in the Infor mation Age 
– Need to know vs need to share

• A challenge in accepting & understanding different perspectives
– Business / Economic perspective
– Business Continuity / Disaster Recovery
– Governance, Risk and Compliance 
– IT Security technical perspective
– Law Enforcement
– National Security perspective

• Actors / Stakeholders 
– Businesses – (Products and Services)
– Government (s) (Federal, Provincial, Municipal)
– Academia
– Consumer, User, Citizen

“Its easier to sell someone something they want 
than something they are trying to avoid”
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• Threat Centric – It’s bad out there – FUD
• The Lawyers are coming – Downstream liability
• The Auditors are coming – Risk controls
• The Auditors and Lawyers are coming – Compliance
• The public is watching – Mandatory Disclosure
• Its getting personal – Identity Theft
• We need to save $$$ - Integrated GRC – Automation
• Lets harness the investment – Integrating 

competitiveness and security
Prospect Theory: people will choose a for-sure smaller gain over a possible 
larger gain, but will opt for a possible big loss over a certain small loss. 
People are reluctant to make a small investment to protect themselves from 
a security breach; instead, they are willing to take the chance that they will 
not be the target of a cyber security incident. - Bruce Schneier
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• Can you identify with George Carlin – “The modern ma n”

• Age – a senior citizen adapting to a new age culture

• Language – jargon of our new global networked culture

• Subtle messages – commentary on our lifestyle

• An introduction to the “Intangible Economy”



ISACA AGM 19 Jun 2008

!"�
������
���



ISACA AGM 19 Jun 2008

!"�
������	���
#
�����

Industrial age –
1980’s onward - Information age when information was scarce and its capture 
and distribution generated competitive advantage.

1992 – 2002 Knowledge economy - “when information ceased being scarce 
the knowledge economy commenced and continued to approximately 2002”. 

The current economic era is defined as the Intangible Economy with
four factors of production: 
- knowledge assets (what people know and put into use), 
- collaboration assets (who people interact with to create value), 
- engagement assets (the level of energy and commitment of people), and 
- time quality (how quickly value is created) 

How do these four factors apply to the Audit Commun ity?
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• The Compliance Stick
• Evolving Threat Environment
• Online Shadow Economy
• The Competiveness Carrot
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Name of Regulatory 
Mandate

Some Potential 
Penalties

Potential Fines

SOX 20 years in prison $15 million

Basel II Regulatory agency 
penalties: vary by 
G-20 country

Regulatory agency 
fines: vary by G-20 
country

HIPAA 10 years in prison $250,000

GLBA 10 years in prison $1 million

Patriot Act 20 years in prison $1 million

Dod 5015.2 Failure to qualify for 
DoD contract; 
Contract breach; 
FAR penalties

Contract penalties

California SB 1386 Unfair trade practice 
law penalties: vary 
by state

Private civil and class 
actions; unfair trade 
practice law fines: 
vary by state

SEC Rule 17a-4 Suspension/expulsion $1 million+
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• “Organized crime in Canada is increasingly becoming  part of a 
globalized network that supports the narcotics trad e, migrant 
smuggling and the trafficking in persons, weapons s muggling, 
money laundering, theft (including identity theft),  commercial fraud 
and extortion. A number of terrorist movements have  advanced 
their activities by developing links with organized  crime. Elements 
of organized crime are also increasing their attemp ts to undermine 
our justice system” [1]

•
1. Canada’s National Security Policy – April 2004
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• There is an underground economy related to the buyi ng and selling of:
– Bots and botnets
– “Owned” systems, routers or networks
– Credit card numbers / Identities for sale
– Activity (e.g., 5 minutes of DoS activity, spamming , etc. )
– 10,000 transactions / hour 
– 30,000 stolen credit cards / week

• Historically, money not exchanged but the use of ha rd cash/”e-gold” is 
increasing



ISACA AGM 19 Jun 2008

+	�	�	��
��
,�����
	�
�"�
���	��
�"���%

#
�����-
�./012 

*Message Labs white paper
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• Shadow Internet economy $105B > Global drugs trade
• Custom Malware $250 plus $25/month for updates to e nsure it 

evades detection
• Malware Distributors buys malware and uses services  of a botnet 

owner to spread it.
• Credit Card middleman sells identities for $5/card,  and credit card 

numbers for 2-5% of remaining credit balance 
• Drop service – someone who receives goods purchased with a 

stolen credit card
• Middleman buys goods from on-lines shops and ships them to 

drops
• Guarantors / escrow accounts for virus code or cred it card 

numbers. If the goods check out then funds released , fee of 2-3% 
of transaction value for service provided 

*Message Labs white paper
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*Message Labs white paper

Intangible Economy: factors of production
• knowledge assets (what people know and put into use), 
• collaboration assets (who people interact with to create value),
• engagement assets (the level of energy and commitment of people), and
• time quality (how quickly value is created) 
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• Fraudulent charities, claims and scams enabled by f alse websites and 
emails scams

• CNN reports over 2000 websites that represent phony  disaster relief 
organizations

• “Among the many superlatives associated with Hurric ane Katrina can now 
be added this one: it produced one of the most extr aordinary displays of 
scams, schemes and stupefying bureaucratic bungles in modern history, 
costing taxpayers up to $2 billion.” 

• “The scope of the fraud following Hurricane Katrina  mirrored the scope 
and reach of the disaster recovery efforts”.  

• Disaster Relief fraud experienced in:
– 9-11
– Katrina
– Rita
– Tsunami
– California fires
– New Jersey Floods

• Dec 07 – US congress passed law that makes any kind of Disaster relief 
fraud a 30 year felony
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Open Compliance and Ethics 
Group – GRC 360 – Spring 
2007
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Security Policy Automation: a common vocabulary 2003 
www.polivec.com
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• “The national objective is not just homeland protect ion, 
but economic resilience: the ability to mitigate an d 
recover quickly from disruption.”

• “Businesses must root the case for investment in 
resilience strategies to manage a spectrum of risks , not 
just catastrophic ones.”

• “Lack of collaboration between risk specialties and lack 
of consistent and “leading” metrics to anticipate 
emerging or interacting risks, are important gaps i n the 
risk management process.” 

*The Resilient Economy: Integrating Competitiveness and Security, 
Council on Competitiveness - 2007
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• 25% of companies that experienced an IT outage of 2  to 
6 days went bankrupt immediately

• 93% of companies that lost their data center for 10  days 
or more filed for bankruptcy within a year

*The Resilient Economy: Integrating Competitiveness and Security, 
Council on Competitiveness - 2007
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Source: Spiros Dimolitsas, Georgetown University,  The Resilient Economy: Integrating Competitiveness and Security
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Source: Spiros Dimolitsas, Georgetown University,  The Resilient Economy: Integrating Competitiveness and Security

Detect & Analyze Disaster Relief
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• Legislation to implementation traceability - example
• Government agency support - example
• Industry Collaboration - example
• How it all fits together – public / private infrastr ucture 

example

• Note: This Model and approach being followed by oth er 
countries and the private sector.

• ISAP  (SCAP): Strategy –> Action –> Implementation 
(under two years)  
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Public / Private Sector Stakeholders
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Agency Tailoring
Mgmt, Operational, Technical 

Risk Controls

Windows XP

SP1

SP2

Enterprise

Mobile

Stand Alone

SSLF

High

Moderate

Low

OS or 
Application

Version/ 
Role

Major Patch 
Level

Environment Impact Rating 
or MAC/CONF

Millions of 
Settings to 
manage 

across the 
Agency
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“Traceability”



ISACA AGM 19 Jun 2008

The Common Language
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“Government Support”
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“Industry Support”
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“Public / Private Infrastructure”
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• “At a high level FDCC is a policy that is mandated saying all 
desktops in the federal space should be configured in a certain 
manner. SCAP, the technology piece to FDCC, is a se t of protocols 
that define how to check for and enforce that polic y.” 

• As of 31 Mar 2008, OMB agencies that use MS Windows  XP or Vista 
will have to meet FDCC standards through the use of  SCAP to 
enable automated vulnerability management, measurem ent and 
compliance evaluation

• Goal is to increase security and reduce cost

• Agencies submit FDCC reports to NIST 
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Similar but different 

- Few, if any, Cdn supporting departments and agencie s (SCAP & CC)

- Few, if any, Cdn gov’t end users of evaluated produ cts (SCAP & CC) 

�  
�  

�  �  
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• Automation is a key enabler for next generation Gov ernance, Risk and 

Compliance Solutions.
• Government and Industry stakeholders (US and Cdn) h ave collaborated to 

develop an infrastructure to enable standards based  automation of 
security checking, remediation and compliance (SCAP ).

• The approach is being adopted by other stakeholders  and tailored to apply 
to high level standards.  (PCI, HIPPA)

• We have the infrastructure in place in Canada to su pport this approach but 
it is underutilized. – Is there a shared public/priv ate strategic vision for 
GRC in Canada? 

• The Audit community is playing a key role in Govern ance Risk and 
Compliance Automation – Are You? 

• Remember the intangible economy, your: 
– knowledge assets (what people know and put into use), 
– collaboration assets (who people interact with to create value), 
– engagement assets (the level of energy and commitment of people), and 
– time quality (how quickly value is created) 
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• GRC 360: Emerging Technologies, Spring 2007, Open 
Compliance and Ethics Group, www.oceg.org

• The Online Shadow Economy: A Billion Dollar Market 
For Malware Authors , Message labs white paper 
www.messagelabs.com

• The Underground Economy: Priceless , team CYMRU, 
www.cymru.com

• The Resilient Economy: Integrating Competitiveness 
and Security, The Council on Competitiveness,
www.compete.org.

• ISAP and SCAP http://nvd.nist.gov/scap.cfm

jrobbins@ewa-canada.com
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• “Stand above the products, above the architecture an d 

look at the evolutionary process of where automatio n 
has happened.   Patch updates and data quality have  
moved from exception management to normal 
operations.  When automated security becomes routin e 
security teams gain the freedom to deal with new ri sks 
and emerging policy issues.” 

Robert Garigue, Chief Information Security Officer,  Bank of 
Montreal Financial Group, NetworkWorld Executive Gu ide,


