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Learning Objectives

Session:
- Presentation of theory
- Demonstration
- group work (6 exercises)

A’r the end of the day, I hope that you will:
Understand the concept of continuous auditing

* Have practice in developing continuous auditing
applications

* Benefit from the contribution of others (group work)
- See the utility of continuous auditing
* Have the beginning of a continuous auditing application



Outline of Session

* Overview of Continuous Auditing: implications
for assurance, monitoring and risk assessment

(GTAG #3)

* Practical application/example of:

» Continuous Risk Assessment
+ Annual Risk-based Audit Plan
» Individual Audits
- Follow-up on Audit Recommendations

+ Continuous Control Assessment
- Control Weaknesses
- Fraud, Waste and Abuse

)
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GTAG #3
What This Guide Covers

+ Definition of Continuous Auditing and related
terms

* Role of continuous auditing in today's internal
audit environment

* Relationship of continuous auditing, continuous
monitoring, and continuous assurance

* Pre-requisites for continuous auditing

* The application and implementation of
continuous auditing

* Benefits of a continuous, integrated approach
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Role of Continuous Auditing

+ Today's audit challenges
- Regulatory compliance & controls
- Internal audit value and independence
- Availability of skilled resources
- Determining appropriate technology solutions

* Need for timely, ongoing assurance over risk
management and control systems
* Role of continuous auditing

- Provides more frequent, more timely, analyses to
better manage control deficiencies and risk
AE.'D‘




What is Continuous Auditing?

Gaining Clarity: Some Definitions
Continuous Auditing

- Any method used to perform audit-related activities on a
continuous basis - includes control and risk assessment

- Performed by internal audit
Continuous Monitoring

- Processes to ensure policies/processes are operating
effectively and to assess adequacy/effectiveness of controls

- Performed by operational/financial management; audit
independently evaluates adequacy of management activities

Continuous Assurance
- Result of the combination of continuous auditing and audit

versigh’r of continuous monitoring




Continuous Auditing Continuum

Continuous Auditing

Continuous
Control Approach
Assessment
Focus
Real-time/detailed Analysis
Transaction testing _
(financial data) Techniques
Control Financial Fraud/ Audit FoIIow-flp Annfjal Rela_ted
Assurance  Attest Waste / Scope and On Audit  Audit ﬁutc'"t't'
Objectives Recs Plan cuviues
Related
Sl Management
Monitoring Activities
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Relationship of Continuous
Auditing/Monitoring/Assurance

Role of continuous auditing is dependent on management's
role in continuous monitoring of

Monitoring Internal Controls
controls
. . M R
- TInverse r‘ela’rlonshup: e
Comprehensive
the greater the role of monitoring of nterna
. . : Reduced Effort
management, the less of a
direct role of internal audit vemersnes 4 st
of controls effort ,..-':'Lgreater
True continuous assurance

- Depends on effective monitoring by
management of internal controls and audit's ~ AuditEffort
independent assessment of that function



Pre-requisites for Continuous Auditing

Current state of technology
- In the organization and in the audit department

Data Access
- Authority
- Logical access
- Physical access
Time
- To learn the business systems
- To understand the information systems and the data
- To perform the analysis

Competence
- Internal auditors
- Data analysts

)
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Continuous Auditing:
Areas of Application

» Continuous risk assessment
- Development of enterprise audit plan
- Support to individual audits
- Follow-up on audit recommendations

- Continuous control assessment
- Identification of control deficiencies
- Identification of fraud, waste, abuse
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Key Steps to Implementation

Establish audit objectives and requirements
Gain executive-level support

Ascertain degree to which management is performing
monitoring role

Select appropriate technology solutions
Identify information sources and gain access

Understand business processes and identify key
controls and risks

Build audit skill set
Manage and report results
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Benefits

* Increased scope of audit activities
» Increased ability to mitigate risk

+ Cost effective and efficient use of existing
corporate data/information - intelligence gathering

+ Increased confidence in financial results
+ Improvements to financial operations
» Reduced financial errors and potential for fraud

* Reduced revenue leakage for improved bottom-line
results

Sustainable and cost-effective means to support
compliance and control assessments
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Benefits

Before Audit:
- Identify and assess risks
- Review operations / improve understanding of business

During Audit:

- Establish objectives and scope

- Test controls

- Identify areas for improvement in operations

After the Audit:
- Measure improvement / implementation of recommendations
- Ongoing monitoring
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Continuous Risk Assessment

Establish corporate universe

Identify risk categories / consequences of risk
exposure

Identify the key business processes and
information systems

Prioritize areas to be examined

Identify data-driven indicators of risk /
performance

Develop and run analytical tests
Assess controls and prioritize results
Monitor and report on results

Revise



1. Development of Audit Plan

» Risk-based audit plan requires:

- Establishment of audit universe and definition

of audit entities

* Collection and analysis of qualitative data such

business plans, organization charts, management
input, facilitated sessions, etc

» Collection and analysis of quantitative data such

as financial, human resources, and operational
information



Risk Categories

+ External environment  + Information
* Legal and regulatory * Human resources

- Strategy » Technological
- Governance - Financial and

Each audit entity was rated on the nine risk
categories. A combination of qualitative and
quantitative factors were considered in the three
risk categories identified above. The inherent
risk rating was determined for all entities.
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Quantitative Data

* Materiality and Indicator of Risk:

* Measure of the size of the entity
- financial, human resources, operational data

» Indicator of level of risk / performance

- complexity, significant changes, relative
comparisons, etc.

» Note: Indicators are predictors of risk / performance.
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Exercise #1 - Annual audit plan

6 groups of 4 - 30 minutes

* Groups 1 and 4 - financial

» Groups 2 and 5 - human resources
» Groups 3 and 6 - operational

* Volunteer - other (specify)

Definition of audit universe
Define indicators of materiality, risk, etc.

)

4@‘



Financial Measures and
Indicators

Materiality:

» Total Dollars in Expenses, Revenue and
Assefts.

Complexity of financial operations:

* Percentage change compared to last fiscal
year

* Number of cost centres
» Percentage discretionary spending

- Existence of revenue and assets in addition
to expenses




Human Resource Measures
and Indicators

Materiality:

* Total number of personnel
Complexity of human resources:

* Number of locations of operations
* Mix of personnel - RM, CM, PS, consultants, other
* Percentage employee less than one year in position
- Average years of service (Cst)

» Sick leave / Vacation balances;

* Percentage overtime to salary
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Operational Measures and
Indicators

Materiality:
+ Size of operations - number of files
Complexity of operations:

* Percentage change compared to last fiscal
year

* Percentage files (High, Medium, Low)
* Number of files per officer
» Clearance rates

)
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Relative Ranking - Quantitative

Human
Resources Finances Ops
-
# 1
Program Activity (PAA) HR | Locs # CCtrs Expenses Assets Revenue | % Disc % High

Business Line 11 13.17% \

Business Line 302

Business Line 13 29.87%

Business Line 134
Business Line 32
Business Line 281

Business Line 300 53

Business Line 67 3,857,511

Business Line 29

Results: helped us understand the business, supported assessment of
risk, but ... more work was needed to maximize the potential use of
the data.
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Exercise #2 - Indicators

In the same groups: (30 minutes)

- For each indicator:

- Define the method of measurement/analytical
Test

- Define the source of the data
- Define the frequency of measurement/test

- Indicators should:
- Be Data-driven
- Exist - not created for this purpose

Ny



The Next Step

Build a data-based predictor

- Based on interviews and other qualitative factors
- With assigned risk factors (H, M-H, M, M-L and L)

The predictor should:

- Support the assessment of risk in future years

- Support the ongoing re-assessment of risk levels at any
point during the year - using data-driven indicators

- save effort in travel and interviewing units

4@‘



Data Model - Risk Rating

computer-assigned

% Risk

% level |HMH | Other
S|HMH| A | B
£ [Other| ¢ | D

A and D agree on risk and non-
risk respectively.

B (HMH misclassified as Other)
IS critical and must be reduced to
prevent high risk misclassification

C (Other misclassified as HMH)
IS unnecessary work and should
be reduced to lower cost of
operation.

F=p HMH - High and Medium-High
“@ Other - Medium, Medium-Low, and Low



Evaluation of Results

Af—a‘

Fold | L
2 2,11 | 5,8 5,8 4,9 6,7 7,6 8,5 0,13
8,11 | 6,13 | 4,15 | 4,15 | 8,11 | 8,11 145 | 0,19
5 6,7 7,6 4,9 4,9 6,7 5,8 10,3 2,11
6,13 | 7,12 | 3,16 | 4,15 | 5,14 | 4,15 | 15,4 2,17
10 5,8 9,4 5,8 4,9 5,8 8,5 10,3 0,13
6,13 (7,12 | 6,13 | 2,17 | 6,13 | 4,15 | 15,4 1,18
15 7,6 5,8 9,4 4,9 7,6 9.4 10,3 0,13
5,14 | 6,13 | 6,13 | 4,15 | 10,9 | 6,13 15,4 | 0,19
20 7,6 5,8 9.4 | 2,11 5,8 9,4 10,3 0,13
5,14 | 7,12 | 7,12 | 3,16 | 8,11 } 2,17 § 15,4 | 0,19
25 7,6 | 2,11 7,6 6,7 5,8 5,8 10,3 0,13
6,13 | 8,11 | 6,13 | 6,13 | 11,8 | 6,13 15,4 1,18
32 6,7 4,9 6,7 4,9 7,6 4,9 10,3 0,13
6,13 |\ 7,12 | 7,12 | 3,16 | 7,12 | 7,12 15,4 | 0,19




2. Support to Individual Audits

* Determine criteria to define entity
» Identify and assess risk

* Definition of scope

* Development of objectives

» Comparison to previous years or to other
audit entities

- Identification of anomalies and trends



Exercise #3 - Payroll audit

6 groups of 4 - 30 minutes

Consider the controls and business process
risks in payroll and:

+ Identify data-driven indicators that can be
used to identify and assess risk and identify
control weaknesses that will help to define
the scope and objectives
- State risk or control
- Define analytical test - impact if T/F (Why are you

doing it?)



Identifying and Assessing Risk -

Trends

131,742,921.75 146,929,330.29 128,408,893.44
3,535,943 .32 2,924,488 .58 1,836,244 .42
1,524,603.06 732,349 .84 139,064.58
-6,428.65 -3,6565.15 -3,800.52
739,630.00 811,174.58 722,823.09
761 .89 2,580.00 1,590.01

53,205.45 25,118.97

37,208.55 22,071.49




Payroll - identifying and assessing risk

# of Transactions

Average Number of Transactions per User

Efficiency of Payroll

12,000
10,000 -

operations

8,000 -
6,000 -
4,000 -+
2,000 -

0

HQ

Di

Dollars

16.00

14.00 -

12.00
10.00

8.00 -

6.00
4.00

2.00 -

0.00

Direct Labour Cost per Transaction

HQ A O C K E

Divisions




A/P - identifying and assessing risk (Cont'd)

Percentage Immediate Payment
120.00%
o 100.00%
& 80.00%
S 60.00%
g 40.00%
& 20.00% j}
0.00% - ‘
A B C D Amount by Document Type
1,000
mFY E 800 1
2 600 -
= 400
= 200
c
3 0 m —
51 -200 IS K1 KA KG KR RE PAYE
-400

Doc Type




Specific Tests (Financial Audits)

RCMP Internal Audit =

Tests for
Finarcial audit - b ain menu Cancel | anomalies and

[~ Absolute Amaunt > $50K [ Tatal GL by FY comparisons to
I Negative entries [ Cost centre by documernt type previous fiscal
W Duplicate invoices ™ Employes pay by cost centre years and/or

™ Total employes expenses ¥ “endor ratio [max/min) other entities

[ Total vendor expenses ™ “wrong Fr

[T Fun all kests




3. Follow-up on Audit Recommendations

+ Define audit findings for follow-up
+ Identify data-driven indicators

* Baseline measurements

+ Determine when to re-run analysis
* Run tests and compare results

* Follow-up with management




Follow-up on Audit Recommendations -
Accounts payable

Main Findings:

Inconsistent org structure (numbers, classification, etc)
A/P clerks not adequately trained on the financial system
No ongoing risk assessment/performance monitoring

A/P clerks performing conflicting duties (separation of
duties)

- Create vendor and enter invoices
- Enter receipt of goods/service and invoice

Lnefficient use of acquisition cards - costly to process small
dollar invoices

Inappropriate use of DBA payments (Manual Cheques)
Failure fo commit funds and reference purchase orders

Non-compliance with Payment on Due Date policy - paying
immediately.



Exercise #4 - Accounts Payable

6 groups of 4 - 30 minutes

Consider the A/P findings and:

+ Develop data-driven indicators that will allow
you to follow-up on the implementation of the
findings. Specify:

- Data required
- Analysis to be performed
- Expected results
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Follow-up on Audit Recommendations (A/P)

Immediate Payment Terms
120 Verify improvements have
100 occurred — check indicators
_ 80 after implementation of
S 60 audit recommendations
“ 40
20 - Manual Payments
0 a : ==
A B C Cv D E F ¢ 18
. 16 -
Divisior|
14
mFY 0405 mF . 12 -
o 10 -
(&)
g e
6 n
4 n
2 n
0] 8 - m[ ]
A B C€C Cv D E F H HQ K L M O Al
Division
O FY 04/05 m FY 05/06




A/P - Follow-up on Recommendations (Cont'd)

Acquisition Card Usage

Efficiency of A/P

operations

Invoice Amount LT $500

50
40 -
S
8 30
o
© 20
o
0 ]
0
O C
120
100
g 80
o 60 -
o 40 |
20 H
0 ‘
A B
—~

A

C Cv D E F H HQ J K M O Al

Division

O FY 04/05 OFY 05/06




4. Anomalies, Waste, Abuse and Fraud
(Corporate Acquisition Card)

Steps:
- Consider risks and control weaknesses

Identify who could take advantage of
risk/weakness

Speculate as to what they could affect or do

Determine what the symptoms would look like in
the data

Identify and access data sources
Define the analytical tests
Determine expected results

Run tests and review results
Evaluate, follow-up and revise
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Exercise #5 - Acquisition cards

6 groups of 4 - 30 minutes

- Potential Control weaknesses
- Areas of Risk

- Consider who could be benefiting from the
risks/weaknesses and what they could affect

- Identify symptoms in the data

- Determine tests to be run

- Source of data and fields required
- Expected results



Anomalies, Waste, Abuse and Fraud

(Corporate Acquisition Card)

RCMP Internal Audit - Credit Card Tesks

Acguizition Card Mernu

| =

=

=

=

q

q4 7

<

LRI |

Cash - manual or automated

Financial services

Airline expenzes

Hotel expenses

Car rentals

Food expenzes

Tranzportation expenzes

Automotive exlpenses

Computer expenses

Government expenses

Questionable expenzes

T Ezecute all tests

4 1 00 d 3 7 7

1

<

Pharmacy/Drugztore expenses

Foreign expenses [CIBC Only]

Internet expenses

E=penses greater than $5.000

weskend purchaszes

Fultiple of $100

Duplicate purchazes

Split purchazes

Totals by merchant category

iCheck for unused card numbers:

Cancel

Specific tests to
highlight
transactions to
be reviewed —
can be run
monthly



5. Continuous Control Assessment

Control deficiency / weaknesses

- Identify key business functions and
their applications

* Define critical control points
* Define rules / exceptions

* Develop analytical tests

* Run and report on results

* Monitor and Revise




Exercise #6 - Key Controls in Payroll

6 groups of 4 - 30 minutes

» Control points
* Rules / exceptions
+ Define the analytical tests

- Determine the source of the data and
required fields

+ Define the expected results

)
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Accounts Payable:
Continuous Controls Monitoring

RCMP - 2006 x|

Continuousz Control Azzessment

Accounts Papable LCancel |

Application

[T Separation of duties [T Goods 4 Invoice receipt [uzer) COhTI"O'S:
[ “endor creation [T Pawment terms EfflClency: and
potential fraud,
[T Purchase Order - reference [ User =wendaor
waste
[T Purchase Order - dates ™ wendor usage and abuse
[T Purchase Order - split [T Invoice amount lezs than $500
[T Goods / Invaice receipt [Smoumnt] [T Late payment penalties

[ Bun all control aszezsment tests

cc. 0. Codere




Continual Auditing - Examples

Areas of Risk

* Pay - persons not in the employee master file
» Air travel - inappropriate class of travel
* Acquisition cards - monitoring system for abuse
+ Duplicate payments - identified over $160K
- Vacation balances - more than maximum carry forward
- Overtime payments - questionable payments

Areas of Control

- Security clearances - problem with renewal processes
- Bilingual bonuses - inappropriate

- Allowances - maternity, clothing upkeep, plain clothes
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Moving Ahead

- Continuous auditing is hot an end but a
journey.

» Tt requires ongoing work to:
» Develop indicators of control weaknesses / risk
» Determine who will be notified and how
» Obtain feedback on utility of information/analyses

* Develop a strategy for reporting results of
continuous auditing



Moving Ahead

* Related Activities

» Balanced scorecard

* Integrated risk management
- Continuous improvement

» Continuous/Active monitoring




Questions?




