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Where has CobhiT 4.0 Focused?

IT Governance — better coverage with governance practices in key
processes to enable executives and the business to take their
responsibility

Business Requirements — better business to IT linkages with
cascading goals and supporting metrics

Harmonisation —improved integration of other key standards

Value Creation — extended focus on the value IT investments
Enterprise Architecture — process structure and resources

Process Definitions and Process Flows —improved process
descriptions, activities, inputs and outputs

Language and Presentation — more concise, action-oriented and
consolidate into one book

Feedback — responded to user comments

G

'. 4 ©2006 CA, Inc., No part of this publication may be reproduced in any form by print, photo print, microfilm or any other means without written permission of CA, Inc.



" # %

5 ©2006 CA, Inc., No part of this publication may be reproduced in any form by print, photo®




What is the Impact on Users?

Full IT governance framework and IT Governance best
practices to foster compliance and increase the value of IT

Stronger business focus and more specific on process
ownership and responsibilities, enabling strategic alignment
and making implementation easier

Adds to CobiT3 based on the same core principles and
structures

Part of continuing commitment to improve consistency,
keeping it up-to-date and harmonised with major standards

Stronger goals and metrics material making it easier to
design IT scorecards with greater focus on process
performance via the key activitites

Process definitions, relationships, activities and
responsibilities to better understand and manage the scope
and purpose of IT processes

G
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How do governance and the business
drive IT?
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How do governance and the business
drive IT?
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How do governance and the business
drive IT?
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How do governance and the business
drive IT?
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How do governance and the business
drive IT?
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CoBIT Information Criteria

. Wiy

Business Goals ITG
1| Expand market share. 25 | 28 v
2| Increase revenue, 25 | 28 v |V v
Financial 5 [getm on investment 24 v
T 4| Optimise asset utilisation, 14
5| Manage business risks. 2|14 )17 |18 (19|20 |21 v |V
6| Improve customer orientation and service, 3|23 v |V
7 | Offer competitive products and services. 5|24 v |V
Hmﬂ 8 | Service availabilty 10 | 16 | 22 | 23 v v
g | Agiity in responding to changing business requirements (timetomarket) | 1 | 5 | 26 v |V
10| Cost optimisation of service delivery 7| 8|10 )24 v |V
11| Automate and integrate the enterprise value chain, 6 |7 |8 |11 v | v
12| Improve and maintain business process functionality. g |7 |14 v |v
13| Lower process costs, 7|8 |13 |15 | 24 v | v
m 14| Compliance with external laws and regulations 2 (19 |20 |21 | 22|26 |27 v | v
15| Transparency 2 |18 v | v
16| Compliance with intemal policies 2 |13 M
17| Improve and maintain operational and staff productivity, 718 |11]|13 v | v
Leaming and 18| Product/business innovation 5 |25)|28 v |V v
Growth 19| Obtain reliable and useful information for strategic decision making. 2|4 |12 20| 26 v | v
Perspectiv® o, [couire and maintain skilled and motivated personnel, 9 v |v




How do governance and the business
rive IT? Cot Infomaton o

- - ///:ff/f/

1 IRuspnnd 10 business requirements in alignment with the business strategy, PO1| P02 |PO4 [PO10] At | A6 | AI7 | DS1 | DS3 | ME1 P|P 5

2 |Haspond to governance requirements in line with board direction, PO1| PO4 PO10] ME1 | ME4 PP

3 [Ensure the satisfaction of end users with service offerings and service levels. POB| Al |0s1 | DS2 | DS7| 0S8 |DS100s 13} PP S

4 |Optimis the use of information, PO2J0S11 5 P S
5 |Create IT agility, PO2| PO4 |POT7 | A3 PlP

6 | Dafine how business functional and control requirements are translated in effective and efficient automated solutions, | Al1 | Al2 | Al6 PP 5

7 |Acquire and maintain integrated and standardised apphcation systems, PO3| Al2 | A5 PP S

8 |Acquire and maintain an integrated and standardised IT infrastructure, Al3| Al5 S|P

9 |Acquire and maintain IT skills that respond 1o the IT strategy. POT| Al5 PP

10{Ensure mutual satistaction of third-party refationships, 082 PIP|S]|S|S5)|85]S
11|Seamlessly integrate applications and technology solutions into business processes, PO2| Al4 | AI7 PP I

12|Ensure transparency and understanding of IT cost, benefits, strategy, policies and service levels, PO5| P0G |DS1 | DS2 | DSG | MET | ME4 PP §18§
13|Ensure proper use and performance of the applications and tachnology solutions, POB| Al4 | Al7 | DS7| DS8 Pls
14|Awuum1nrmdprntactalllme1&. P0A] D85 | 059 |0S512] ME2 S|S|P|P|P]|S]|S
1!|Elp1}misa the IT infrastructure, resources and capabilities, PO3| Al3 |0S3 | DS7| DS9 S|P

16{Reduce solution and service delivery defects and rework, POB] Al4 | Als | Al7 |0S10) PP [
17|Protect the achievement of IT objoctives. PO9JDS10|ME2 PIP|[S|S]|S]|S]|S
18|Establish clarity of business impact of risks to IT objectives and resources, PO9| s|s|{PlP|P[S]S
1D|En$ura critical and confidential information is withheld from those who should not have access to it, POG| DS5 P511[0512 PIP|S]|S5]|S
H|Ensulu automated business transactions and information exchanges can be trusted, POB| AI7 | 0S5 P Pl1S5]S
21|Ensurnlr services and infrastructure can properly resist and recover from failures due to ermor, deliberate attack or disaster, | POB| Al7 |54 | 0S5 [051240513| ME2 P|5 5P

22|Ensure minimum business impact in the evant of an IT service disruption or change, POG]| Als |DS4 [DS12 PlS S|P

23| Make sure that IT services are available as required. DS3| D54 | 0S8 0513 P|P P
24]Improve IT's cost-eficiency and its contribution to business profitabiity, POS| Al5 |0S6 s|P S
25|Deliver projects on time and on budget meeting qualty standards. PO8IPO10) PP ] 5
H|Mainlain the integrity of information and processing infrastructure, Al6 | 0S5 PP PP 5
27|Ensure IT complance with laws and regubations. D514 ME2 [ME3 | ME4 5158 P|S
2!|E.nsura that [T demanstrates cost-afficient service quality, conlinuous improvement and readiness for future change, | PO5| 056 |MET | MEA PP P
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CobiT Framework Updates

Business Requirements

Information

Infrastructure

Applications

People

IT Processes
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PO1 Define a strategic IT Plan

PO2 Define the information architecture

PO3 Determine the technological direction

PO4 Define the IT processes, organisation &
relationships

PO5 Manage the IT investment

PO6 Communicate management aims & direction

PO7 Manage IT human resources

PO8 Manage quality

PO9 Assess and manage risks

M1 Monitor and evaluate IT performance PO10 Manage projects

M2 Monitor and evaluate internal control
M3 Ensure regulatory compliance
M4 Provide IT governance

o000 00004

00000004

DS1 Define service levels

DS2 Manage third-party services .

DS3 Manage performance and capacity .

DS4 Ensure continuous service O\ .

DS5 Ensure systems security N .

DS6 Identify and attribute costs \\_, N

DS7 Educate and train users peeceeeeees All Identify automated solutions

DS8 Manage service desk and incidents Al2 Acquire and maintain application software
DS9 Manage the configuration AlI3 Acquire & maintain technology infrastructure
DS10 Manage problems Al4 Enable operation and use

DS11 Manage data _ Al5 Procure IT resources

DS12 Manage the physical environment Al6 Manage changes

DS13 Manage operations Al7 Install and accredit solutions and changes




CobiT Framework Updates

19 ©2006 CA, Inc., No part of this publication may be reproduced in any form by print, photo print, micre




CobiT Framework Updates
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CobiT Framework Updates

People

Applications

Infrastructure

Information

Control over the process

PO Plan & Organise

] Al Acquire & Implement

DS Deliver & Support

ME Monitor & Evaluate

that satisfies the business requirements for IT of :
Effectiveness

] Efficiency

Confidentiality

Integrity

by focussing on Availability

Compliance

! Reliability

Is achieved by
YO# $ !

Is measured by
YO# $ !
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Process
description

IT domain &
|:> Information

indicators

) iTgoals
:> Process
goals
) Ke
practices
) ke
metrics

IT Governance

> & IT Resource

indicators
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CobiT Framework Updates
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What are the Main Changes?

e 2 new ME Processes (ensure compliance and provide IT
governance)

e PO one process less, Al one more (IT procurement)

e AI5 plus some of Al6 now Al7 test and release at end of
solutions delivery life cycle

e DS8 and DS10 now aligned with ITIL
e DS11 now only striclty addresses Data Management
e Application and process controls at Framework level

e Only 4 resources (People, Information, Applications &
Infrastructure) which together with IT Goals and Processes
form a simple Enterprise Architecture model
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Control Objectives Update

e Contemporary language, style, concepts

e Short, pragmatic, action oriented

° Harmonization with other standards

° Incorporating IT Governance practices

° Aligning current material to IT Governance
o Structured more like a process life-cycle

o Keywords and cross-reference have been
added

o 1/2 In size, 2/3 In numbers
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PO1.1 Business-IT Alignment

Integrate the business and I T strategy linking business (enter prise) goalsand I T goals, recognizing
opportunities as well as current capability limitations. Identify wher e the business (strategy) is critically
dependent on I T.

PO1.2 Assessment of Current Performance

Assess the performance of the existing plans and infor mation systemsin terms of degree of business

automation, functionality, stability, complexity, costs, strengths and weaknesses. Deter mine the degree to
which these plans and systems support the organisation’s business requir ements.

PO1.3IT Strategic Plan T he strategic plan should define, in co-oper ation with the relevant stakeholders, the
IT strategic objectives (goals) and related benefits, costs and risks. Define how the objectives will be met
and measured and obtain formal sign-off from the stakeholders. ThelT strategic plan should cover e.g.
sourcing strategy; risk appetite ; investment/operational budget; legal and regulatory requirements. The
strategic plan should be sufficiently detailed to allow the definition of tactical I T plans

PO1.4 Tactical IT Plans

Create and maintain tactical IT plansthat are derived from the I T strategic plan. These tactical plans
describe how I T initiatives will achieve the benefits, which resources arerequired and how the use of
resour ces and achievement of benefits will be monitored.
POL.5 IT Portfolio Management

Actively manage the set of tactical I T plans through analysis of d service portfolios comparing
them on aregular basisto the strategic goals, especially the exp efi priate action
wher e deviations occur.

1.1 1T as Part of the Organisation’s Long- and Short-Range Plan

Senior management isresponsible for developing and implementing long- and short-range plans that fulfill
the organisation’s mission and goals. I n this respect, senior management should ensurethat I T issues as well
as opportunities are adequately assessed and reflected in the organisation’s long- and short-range plans. IT
long- and short-range plans should be developed to help ensure that the use of I T isaligned with the mission
and business strategies of the organisation.

1.2IT Long-Range Plan

IT management and business process owners are responsible for regularly developing I T long-range plans
supporting the achievement of the organisation’s overall missions and goals. The planning appr oach should
include mechanismsto solicit input from relevant internal and exter nal stakeholdersimpacted by the I T
strategic plans. Accordingly, management should implement a long-range planning process, adopt a
structured approach and set up a standard plan structure.

1.3IT Long-Range Planning —Approach and Structure

IT management and business process owner s should establish and apply a structured approach regar ding
thelong-range planning process. This should result in a high-quality plan which cover s the basic questions
of what, who, how, when and why. The I T planning process should take into account risk assessment results,
including business, environmental, technology and human resour ces risks. Aspects which need to be taken
into account and adequately addressed during the planning process include the or ganizational model and
changesto it, geographical distribution, technological evolution, costs, legal and regulatory requirements,
requirements of third parties or the market, planning horizon, business process r e-engineering, staffing, in-
or out-sourcing, data, application systems and technology ar chitectur es. Benefits of the choices made should
be clearly identified. The I T long- and short-range plans should incor por ate per for mance indicator s and
targets. The plan itself should also refer to other plans such as the or ganisation quality plan and the
information risk management plan.

1.41T Long-Range Plan Changes

IT management and business process owner s should ensure a processisin place to modify the I T long-range
plan in atimely and accurate manner to accommodate changes to the or ganisation’s long-range plan and
changesin I T conditions. M anagement should establish a policy requiring that I T long- and short-range
plans are developed and maintained.

1.5 Short-Range Planning for the IT Function

IT management and business process owner s should ensure that the I T long-range plan isregularly
translated into I T short-range plans. Such short-range plans should ensure that appropriate I T function
resour ces are allocated on a basis consistent with the I T long-range plan. The short-range plans should be
reassessed periodically and amended as necessary in response to changing businessand I T conditions. The
timely performance of feasibility studies should ensure that the execution of the short-range plansis
adequately initiated.

1.6 Communication of IT Plans

M anagement should ensurethat I T long- and short-range plans are communicated to business pr ocess
owners and other relevant parties acr oss the or ganisation.

1.7 Monitoring and Evaluating of IT Plans

M anagement should establish processes to capture and report feedback from business pr ocess owners and
usersregarding the quality and usefulness of long- and short-range plans. The feedback obtained should be
evaluated and considered in future| T planning.

1.8 Assessment of Existing Systems

Prior to developing or changing the strategic, or long-range, I T plan, IT management should assess the
existing infor mation systemsin terms of degree of business automation, functionality, stability, complexity,
costs, strengths and weaknesses in order to deter mine the degree to which the existing systems support the
organisation’s business requirements.
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Management Guidelines Update

° To enhance the model leveraging the

results of the research activities
specifically for:

° Relationships between processes

o Activities and associated responsibilities
° IT goals and performance metrics

° Emerging IT Governance practices

° Align the current material to the CobiT

Control Objectives and Framework
updates
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Management Guidelines Update
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Management Guidelines Update

% /

v.
2
X
9 ™
40 + ) -(] ¢
s (D
s ) (
& g ) (
) T« (

32 ©2006 CA, Inc., No part of this publication may be reproduced in any form by print, photo print, microfilm or any other means without written permission of CA, Inc.




Management Guidelines Update
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Process
Relationship

lanagement Guidelines Update

Key activities
>  and

responsibilities

:> Goals and
metrics
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Management Guidelines Update

* 3 * 4
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The Three Dimensions of Maturity

+ R ,
CT IT Mission
. _:/ and Goals
& I
% |
¢ 1
Risk and ) TN )

Compliance $- .. - )
+ . /

Return on Investment
and Cost-efficiency

* ) Primary Drivers
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The Six Attributes of Maturity
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Maturity Models — Control
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Summary of CobiT4.0 Changes

e Framework, Control Objectives and Management Guidelines
now one integrated book.

° Detailed control objectives now covering IT governance
more completely, better harmonised and more concise, with
generic objectives now part of the Framework.

° Each IT process has a description, primary inputs and
outputs with process linkages, activities and
responsibilities.

° Metrics link into the mapping of business goals to IT goals
to IT processes, are fewer, more measureable with a greater
insight to effort ratio

° The metrics support the cascade of IT, process and activity
goals, providing an integrated system

e Maturity model descriptions are more precise and more
measureable
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Control Practices

Control Practices will be modified to align with CobiT 4.0
Audit Guidelines will be enhanced and replaced by a new IT

Assurance Guide using CobiT covering several assurance
techniques including the one already in the Guidelines:

e

(6]

e

(6]

e

(6]

Risk assessment concepts

Business risk / value assessment

Assurance planning and scoping

Control evaluation and testing

Control and process maturity (self-assessment)
Substantiating risk and effective reporting

The new Guide will focus on technique — content will be

referred to in CobiT 4.0 and the Control Practices

CobiT Online will provide templates to download to support

these techniques
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Update ancillary materials
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CobiT Mapping to other standards

e 8 major standards identified for mapping
e High level map developed
o Detail map for ISO17799

e Additional jointly developed with OGC and ITSMF, a
Management Paper positioning CobiT, ITIL and ISO17799

° Business need for best practices
e What purpose each one serves

e Benefits they provide

e How best to use them together

o Appendix with mapping of CobiT to other practices
e Downloadable from www.isaca.com
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CobiIT QuickStart

° Focuses on small and medium sized enterprises
(SMEs), and other entities where

e |T is not strategic or absolutely critical for survival

° Breadth and depth of CobiT is too detailed, too time
consuming to analyse and focus on

e With a specific control environment

° Provides a selection of the complete CobiT
framework

° A baseline and a set of ‘smart-things-to-do’

° A starting point for other enterprises in their move
towards an appropriate level of control and
governance of IT
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CobiIT QuickStart
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CobiIT QuickStart

e 30 processes and
20% of Control

objectives and
Management
components

° The opportunity :
as an expedient
self-assessment and
for quick-wins while
Implementing a broader
IT Control Framework
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CobiT Implementation Guide

Roadmap

Raise
awareness
& make
decision

Analyse
values
and risks

Select
processes

Define Define
where you where you
are want to be 9aps

Analyse

oo

Develop &
implement
change plan

Define
projects

Integrate

into day-to- rl?éigﬂ?tees
| ) i day into ITBSC

practices
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The Roadmap
1. Identify Needs

Raise
awareness
& make
decision

Analyse
values

Analyse
risks

Select
processes

50 © 200



CobiT Implementation Guide

Manual
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CobiT Implementation Guide
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CobiT Online

55 ©2006 CA, Inc., No part of this publication may be reproduced in any form by print, photo print, microfilm or any other means without written permission of CA, Inc.



CobIT Security Baseline
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CobIT Security Baseline
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COBIT & Academia
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IT Control Objectives for Sarbanes-Oxley

e The importance of IT in the design,
Implementation and sustainability of Internal
Control over Disclosure and Financial Reporting

o Coverage
° Importance of IT in internal control
e Linkage with COSO
e |IT control guidelines for SarBox
e Road map for compliance
e General controls mapped onto COBIT

e Application controls based on
business cycles
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IT Control Objectives for Sarbanes-Oxley
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Conclusion

e CobiT 4.0is an evolution from the third edition based on the
same core principles and structures — no need to “throw
away” current work

e CobiT 4.0 builds on and extends Third Edition with stronger
business focus and governance practices

e Full x-references provided in appendices showing how
Rrocesses and control objectives map in both directions to
elp conversions

e The metrics build on the same principles, are integrated with
8oa_ls and provide more and better examples to help users
esign their own

e New process information will make it easier to understand
the scoRe and purpose of each process and make process
ownership clearer

e CobiT Online will have dual versions, third edition will be
frogep gnd all other derivative products will be realigned and
updated.
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