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�� IT GovernanceIT Governance – better coverage with governance practices in key 
processes to enable executives and the business to take their 
responsibility

�� Business RequirementsBusiness Requirements – better business to IT linkages with 
cascading goals and supporting metrics

�� HarmonisationHarmonisation – improved integration of other key standards

�� Value CreationValue Creation – extended focus on the value IT investments

�� Enterprise ArchitectureEnterprise Architecture – process structure and resources

�� Process Definitions and Process FlowsProcess Definitions and Process Flows – improved process 
descriptions, activities, inputs and outputs

�� Language and PresentationLanguage and Presentation – more concise, action-oriented and 
consolidate into one book

�� Feedback Feedback –– responded to user commentsresponded to user comments

Where has CobiT 4.0 Focused?
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What is the Impact on Users?

Full IT governance framework and IT Governance best 
practices to foster compliance and increase the value of IT

Stronger business focus and more specific on process 
ownership and responsibilities, enabling strategic alignment 
and making implementation easier

Adds to CobiT3 based on the same core principles and 
structures

Part of continuing commitment to improve consistency, 
keeping it up-to-date and harmonised with major standards

Stronger goals and metrics material making it easier to 
design IT scorecards with greater focus on process 
performance via the key activitites

Process definitions, relationships, activities and 
responsibilities to better understand and manage the scope 
and purpose of IT processes
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What are the Main Changes?

2 new ME Processes (ensure compliance and provide IT 
governance)

PO one process less, AI one more (IT procurement)

AI5 plus some of AI6 now AI7 test and release at end of 
solutions delivery life cycle

DS8 and DS10 now aligned with ITIL

DS11 now only striclty addresses Data Management

Application and process controls at Framework level

Only 4 resources (People, Information, Applications & 
Infrastructure) which together with IT Goals and Processes 
form a simple Enterprise Architecture model 
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Control Objectives Update

Contemporary language, style, concepts

Short, pragmatic, action oriented

Harmonization with other standards

Incorporating IT Governance practices

Aligning current material to IT Governance

Structured more like a process life-cycle

Keywords and cross-reference have been 
added

1/2  in size, 2/3 in numbers
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1.1 IT as Part of the Organisation’s Long- and Short-Range Plan
Senior  management is responsible for  developing and implementing long- and shor t-range plans that fulf il l 
the organisation’s mission and goals. In this respect, senior  management should ensure that IT issues as well 
as oppor tunities are adequately assessed and reflected in the organisation’s long- and shor t-range plans. IT 
long- and shor t-range plans should be developed to help ensure that the use of IT is aligned with the mission 
and business strategies of the organisation.
1.2 IT Long-Range Plan
IT management and business process owners are responsible for  regular ly developing IT long-range plans 
suppor ting the achievement of the organisation’s overall missions and goals. The planning approach should 
include mechanisms to solicit input fr om relevant internal and external stakeholders impacted by the IT 
strategic plans. Accordingly, management should implement a long-range planning process, adopt a 
structured approach and set up a standard plan structure.
1.3 IT Long-Range Planning —Approach and Structure
IT management and business process owners should establish and apply a structured approach regarding 
the long-range planning process. This should result in a high-quality plan which covers the basic questions 
of what, who, how, when and why. The IT planning process should take into account r isk assessment results, 
including business, environmental, technology and human resources r isks. Aspects which need to be taken 
into account and adequately addressed dur ing the planning process include the organizational model and 
changes to it, geographical distr ibution, technological evolution, costs, legal and regulatory requirements, 
requirements of third par ties or  the market, planning hor izon, business process re-engineer ing, staffing, in-
or  out-sourcing, data, application systems and technology architectures. Benefits of the choices made should 
be clear ly identified. The IT long- and shor t-range plans should incorporate per formance indicators and 
targets. The plan itself should also refer  to other  plans such as the organisation quality plan and the 
information r isk management plan.
1.4 IT Long-Range Plan Changes
IT management and business process owners should ensure a process is in place to modify the IT long-range 
plan in a timely and accurate manner  to accommodate changes to the organisation’s long-range plan and 
changes in IT conditions. Management should establish a policy requir ing that IT long- and shor t-range 
plans are developed and maintained.
1.5 Short-Range Planning for the IT Function
IT management and business process owners should ensure that the IT long-range plan is regular ly 
translated into IT shor t-range plans. Such shor t-range plans should ensure that appropr iate IT function 
resources are allocated on a basis consistent with the IT long-range plan. The shor t-range plans should be 
reassessed per iodically and amended as necessary in response to changing business and IT conditions. The 
timely per formance of feasibility studies should ensure that the execution of the shor t-range plans is 
adequately initiated.
1.6 Communication of IT Plans
Management should ensure that IT long- and shor t-range plans are communicated to business process 
owners and other  relevant par ties across the organisation.
1.7 Monitoring and Evaluating of IT Plans
Management should establish processes to capture and repor t feedback from business process owners and 
users regarding the quality and usefulness of long- and shor t-range plans. The feedback obtained should be 
evaluated and considered in future IT planning.
1.8 Assessment of Existing Systems
Pr ior  to developing or  changing the strategic, or  long-range, IT plan, IT management should assess the 
existing information systems in terms of degree of business automation, functionality, stability, complexity, 
costs, strengths and weaknesses in order  to determine the degree to which the existing systems suppor t the 
organisation’s business requirements.
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PO1.1 Business-IT Alignment
Integrate the business and IT strategy linking business (enterpr ise) goals and IT goals, recognizing 
oppor tunities as well as cur rent capability limitations. Identify where the business (strategy) is cr itically 
dependent on IT.
PO1.2 Assessment of Current Performance
Assess the per formance of the existing plans and information systems in terms of degree of business 
automation, functionality, stability, complexity, costs, strengths and weaknesses. Determine the degree to 
which these plans and systems suppor t the organisation’s business requirements.
PO1.3 IT Strategic Plan The strategic plan should define, in co-operation with the relevant stakeholders, the 
IT strategic objectives (goals) and related benefits, costs and r isks. Define how the objectives will be met 
and measured and obtain formal sign-off from the stakeholders.  The IT strategic plan should cover  e.g. 
sourcing strategy;  r isk appetite ; investment/operational budget; legal and regulatory requirements. The 
strategic plan should be sufficiently detailed to allow the definition of tactical IT plans 
PO1.4 Tactical IT Plans
Create and maintain tactical IT plans that are der ived from the IT strategic plan. These tactical plans 
descr ibe how IT initiatives will achieve the benefits, which resources are required and how the use of 
resources and achievement of benefits will be monitored. 
PO1.5 IT Portfolio Management 
Actively manage the set of tactical IT plans through analysis of project and service por tfolios compar ing 
them on a regular  basis to the strategic goals, especially the expected benefits, and take appropr iate action 
where deviations occur .
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Management Guidelines Update

To enhance the model leveraging the 
results of the research activities 
specifically for:

Relationships between processes

Activities and associated responsibilities

IT goals and performance metrics

Emerging IT Governance practices

Align the current material to the CobiT
Control Objectives and Framework 
updates
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Management Guidelines Update

Process 
Relationship

Key activities 
and 

responsibilities

Goals and 
metrics
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UNDERSTANDING
& AWARENESS

TRAINING &
COMMUNICATION

PROCESS &
PRACTICES

TECHNIQUES &
AUTOMATION

COMPLIANCE EXPERTISE

% recognition sporadic communica-
tion on the issues

ad hoc approaches to
process and practices

& awareness communication on the
overall issue and need

similar/common
processes emerge;
largely intuitive

common tools are
emerging

inconsitent monitoring in
isolated areas

' understand need to act informal training
supports individual
initiative

existing practices
defined, standardis-ed &
documented; sharing of
the better practices

currently available
techniques are used;
minimum practices
are enforced; tool-set
becomes standardised

inconsistent monitoring globally;
measurement processes emerge;
IT Balanced Scorecard ideas are
being adopted; occasional
intuitive application of root cause
analysis

involvement of
IT specialists

� understand full
requirements

formal training
supports a managed
program

process ownership and
responsibilities assigned;
process is sound &
complete; interal best
practices applied;

mature techniques
applied; standard
tools enforced;
limited, tactical use of
technology

IT Balanced Scorecards
implemented in some areas with
exceptions   noted by
management; root cause analysis
being standardised

involvement of
all internal
domain experts

( advanced forward-
looking understanding

training and
communications
supports external best
practices and use of
leading edge
concepts/techniques

best external practices
applied;

sophisticated techni-
ques are deployed;
extensive, optimised
use of technology

global application of IT Balance
Scorecard and exceptions are
globally & consistently noted by
management; root cause analysis
consistently applied

use of external
experts and
industry leaders
for guidance
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IT Mission 
and Goals

Return on Investment
and Cost-efficiency

Risk and 
Compliance

Primary Drivers

The Three Dimensions of Maturity
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The Six Attributes of Maturity
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Maturity Models – Control
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Summary of CobiT4.0 Changes

Framework, Control Objectives and Management Guidelines 
now one integrated book.

Detailed control objectives now covering IT governance 
more completely, better harmonised and more concise, with 
generic objectives now part of the Framework.

Each IT process has a description, primary inputs and 
outputs with process linkages, activities and 
responsibilities.

Metrics link into the mapping of business goals to IT goals 
to IT processes, are fewer, more measureable with a greater 
insight to effort ratio

The metrics support the cascade of IT, process and activity 
goals, providing an integrated system

Maturity model descriptions are more precise and more 
measureable
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Control Practices

Control Practices will be modified to align with CobiT 4.0

Audit Guidelines will be enhanced and replaced by a new IT 
Assurance Guide using CobiT covering several assurance 
techniques including the one already in the Guidelines:

Risk assessment concepts

Business risk / value assessment

Assurance planning and scoping

Control evaluation and testing

Control and process maturity (self-assessment)

Substantiating risk and effective reporting

The new Guide will focus on technique – content will be 
referred to in CobiT 4.0 and the Control Practices

CobiT Online will provide templates to download to support 
these techniques
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CobiT Mapping to other standards

8 major standards identified for mapping

High level map developed

Detail map for ISO17799

Additional jointly developed with OGC and ITSMF, a 
Management Paper positioning CobiT, ITIL and ISO17799

Business need for best practices

What purpose each one serves

Benefits they provide

How best to use them together

Appendix with mapping of CobiT to other practices

Downloadable from www.isaca.com
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CobiT QuickStart

Focuses on small and medium sized enterprises 
(SMEs), and other entities where

IT is not strategic or absolutely critical for survival 

Breadth and depth of CobiT is too detailed, too time 
consuming to analyse and focus on 

With a specific control environment

Provides a selection of the complete CobiT
framework

A baseline and a set of ‘smart-things-to-do’

A starting point for other enterprises in their move 
towards an appropriate level of control and 
governance of IT 
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CobiT QuickStart

30 processes and 
20% of Control 
objectives and 
Management 
components

The opportunity : 
as an expedient 
self-assessment and 
for quick-wins while 
implementing a broader 
IT Control Framework
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IT Control Objectives for Sarbanes-Oxley

The importance of IT in the design, 
implementation and sustainability of Internal 
Control over Disclosure and Financial Reporting
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Importance of IT in internal control

Linkage with COSO

IT control guidelines for SarBox

Road map for compliance

General controls mapped onto COBIT 

Application controls based on 
business cycles
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Conclusion

CobiT 4.0 is an evolution from the third edition based on the 
same core principles and structures – no need to “ throw 
away” current work
CobiT 4.0 builds on and extends Third Edition with stronger 
business focus and governance practices
Full x-references provided in appendices showing how 
processes and control objectives map in both directions to 
help conversions
The metrics build on the same principles, are integrated with 
goals and provide more and better examples to help users 
design their own
New process information will make it easier to understand 
the scope and purpose of each process and make process 
ownership clearer
CobiT Online will have dual versions, third edition will be 
frozen and all other derivative products will be realigned and 
updated.
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